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CHAPTER 1
ABOUT THIS MANUAL

The Intel Architecture Software Developer’s Manual, Volumdn®truction Set Reference
(Order Number 243191) is part of a three-volume set that describes the architecture and
programming environment of all Intel Architecture processors. The other two volumes in this
Set are:

®* The Intel Architecture Software Developer’s Manual, Volume 1: Basic Archite@uder
Number 243190).

® Thelntel Architecture Software Developer’s Manual, Volum8y&tem Programing Guide
(Order Number 243192).

TheIntel Architecture Software Developer’s Manual, Volumdetcribes the basic architecture
and programming environment of an Intel Architecture processor; the Intel Architecture Soft-
ware Developer’s Manual, Volume @escribes the instructions set of the processor and the
opcode structure. These two volumes are aimed at application programmers who are writing
programsto run under existing operating systems or executives. The Intel Architecture Software
Developer’s Manual, Volume 8escribes the operating-system support environment of an Intel
Architecture processor, including memory management, protection, task management, interrupt
and exception handling, and system management mode. It also provides Intel Architecture
processor compatibility information. This volume is aimed at operating-system and BIOS
designers and programmers.

1.1. P6 FAMILY PROCESSOR TERMINOLOGY

This manual includes information pertaining primarily to the 32-bit Intel Architecture proces-
sors, which include the Intel386™, Intel486™, and Perftipnocessors, and the P6 family
processors. The P6 family processors are those Intel Architecture processors based on the P6
family microarchitecture. This family includes the Pentium® Pro, Pentium® 11, Pentium® 1ll
processor, and any future processors based on the P6 family microarchitecture.

1.2. OVERVIEW OF THE INTEL ARCHITECTURE SOFTWARE
DEVELOPER’S MANUAL, VOLUME 3 : SYSTEM
PROGRAMMING GUIDE

The contents of this manual are as follows:

Chapter 1 — About This Manual. Gives an overview of all three volumes of the Intel Archi-
tecture Software Developer's Manudi also describes the notational conventions in these
manuals and listsrelated Intel manuals and documentation of interest to programmers and hard-
ware designers.
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Chapter 2 — System Architecture OverviewDescribes the modes of operation of an Intel
Architecture processor and the mechanisms provided in the Intel Architecture to support oper-
ating systems and executives, including the system-oriented registers and data structures and the
system-oriented instructions. The steps necessary for switching between real-address and
protected modes are also identified.

Chapter 3 — Protected-Mode Memory ManagemenDescribesthe data structures, registers,
and instructions that support segmentation and paging and explains how they can be used to
implement a “flat” (unsegmented) memory model or a segmented memory model.

Chapter 4 — Protection.Describes the support for page and segment protection provided in
the Intel Architecture. This chapter also explains the implementation of privilege rules, stack
switching, pointer validation, user and supervisor modes.

Chapter 5 — Interrupt and Exception Handling. Describes the basic interrupt mechanisms
defined in the Intel Architecture, shows how interrupts and exceptions relate to protection, and
describes how the architecture handles each exception type. Reference information for each
Intel Architecture exceptionis given at the end of this chapter.

Chapter 6 — Task ManagementDescribes the mechanismsthe Intel Architecture providesto
support multitasking and inter-task protection.

Chapter 7 — Multiple-Processor Management.Describes the instructions and flags that
support multiple processors with shared memory, memory ordering, and the advanced program-
mableinterrupt controller (APIC).

Chapter 8 — Processor Management and InitializationDefines the state of an Intel Archi-
tecture processor and its floating-point and SIMD floating-point units after reset initialization.
This chapter also explains how to set up an Intel Architecture processor for real-address mode
operation and protected- mode operation, and how to switch between modes.

Chapter 9 — Memory Cache Control. Describes the general concept of caching and the
caching mechanisms supported by the Intel Architecture. This chapter also describes the
memory type range registers (MTRRs) and how they can be used to map memory types of phys-
ical memory. MTRRs were introduced into the Intel Architecture with the Pentium® Pro
processor. It also presents information on using the new cache control and memory streaming
instructions introduced with the Pentium® [11 processor.

Chapter 10 — MMX™ Technology System ProgrammingDescribes those aspects of the

Intel MMX™ technology that must be handled and considered at the system programming level,
including task switching, exception handling, and compatibility with existing system environ-
ments. The MMX™ technology was introduced into the Intel Architecture with the P&ntium
processor.

Chapter 11 — Streaming SIMD Extensions System ProgrammindPescribes those aspects
of Streaming SIMD Extensions that must be handled and considered at the system programming
level, including task switching, exception handling, and compatibility with existing system
environments. Streaming SIMD Extensions were introduced into the Intel Architecture with the
Pentium® processor.

Chapter 12 — System Management Mode (SMM)Describes the Intel Architecture’s system
management mode (SMM), which can be used to implement power management functions.
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Chapter 13 — Machine-Check Architecture. Describes the machine-check architecture,
which was introduced into the Intel Architecture with the Pentium® processor.

Chapter 14 — Code Optimization.Discusses general optimization techniques for program-
ming an Intel Architecture processor.

Chapter 15 — Debugging and Performance MonitoringDescribes the debugging registers
and other debug mechanism provided in the Intel Architecture. This chapter also describes the
time-stamp counter and the performance-monitoring counters.

Chapter 16 — 8086 EmulationDescribes the real-address and virtual-8086 modes of the Intel
Architecture.

Chapter 17 — Mixing 16-Bit and 32-Bit Code Describes how to mix 16-bit and 32-bit code
modules within the same program or task.

Chapter 18 — Intel Architecture Compatibility. Describes the programming differences
between the Intel 286, Intel386™, Intel486™, Pentiuft) and P6 family processors. The differ-
ences among the 32-bit Intel Architecture processors (the Intel 386™, Intel486™, Pentiufh and
P6 family processors) are described throughout the three volumes of the Intel Architecture Soft-
ware Developer’s Manuabs relevant to particular features of the architecture. This chapter
provides a collection of all the relevant compatibility information for all Intel Architecture
processors and also describes the basic differences with respect to the 16-bit Intel Architecture
processors (the Intel 8086 and Intel 286 processors).

Appendix A — Performance-Monitoring Events. Lists the events that can be counted with
the performance-monitoring counters and the codes used to select these events. Both Pentium®
processor and P6 family processor events are described.

Appendix B — Model-Specific Registers (MSRs)Lists the MSRs available in the Pentium®
and P6 family processors and their functions.

Appendix C — Dual-Processor (DP) Bootup Sequence Example (Specific to Pentfum
Processor s). Gives an example of how to use the DP protocol to boot two Pentium® processors
(aprimary processor and a secondary processor) in a DP system and initialize their APICs.

Appendix D — Multiple-Processor (MP) Bootup Sequence Example (Specific to P6 Family
Processors)Gives an example of how to use of the MP protocol to boot two P6 family proces-
sorsin aMP system and initialize their APICs.

Appendix E — Programming the LINTO and LINT1 Inputs. Gives an example of how to
program the LINTO and LINT1 pins for specific interrupt vectors.

1.3. OVERVIEW OF THE INTEL ARCHITECTURE SOFTWARE
DEVELOPER'’S MANUAL, VOLUME 1: BASIC
ARCHITECTURE

The contents of the Intel Architecture Software Developer’s Manual, Volunaeelas follows:

Chapter 1 — About This Manual. Gives an overview of all three volumes of the Intel Archi-
tecture Software Developer's Manudi also describes the notational conventions in these
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manuals and listsrelated Intel manuals and documentation of interest to programmers and hard-
ware designers.

Chapter 2— Introduction to the Intel Architecture. Introducesthe Intel Architecture and the
families of Intel processors that are based on this architecture. It also gives an overview of the
common features found in these processors and brief history of the Intel Architecture.

Chapter 3 — Basic Execution Environmentlntroduces the models of memory organization
and describes the register set used by applications.

Chapter 4 — Procedure Calls, Interrupts, and ExceptionsDescribes the procedure stack
and the mechanisms provided for making procedure calls and for servicing interrupts and
exceptions.

Chapter 5 — Data Types and Addressing Moded®escribes the data types and addressing
modes recognized by the processor.

Chapter 6 — Instruction Set Summary. Gives an overview of all the Intel Architecture
instructions except those executed by the processor’s floating-point unit. The instructions are
presented in functionally related groups.

Chapter 7 — Floating-Point Unit. Describes the Intel Architecture floating-point unit,
including the floating-point registers and data types; gives an overview of the floating-point
instruction set; and describes the processor’s floating-point exception conditions.

Chapter 8 — Programming with the Intel MMX™ Technology. Describesthe Intel MM X ™
technology, including MMX™ registers and data types, and gives an overview of the MMX™
instruction set.

Chapter 9 — Programming with the Streaming SIMD Extensions.Describes the Intel
Streaming SIMD Extensions, including the registers and data types.

Chapter 10— Input/Output. Describes the processor’s I/O architecture, including 1/0O port
addressing, the I/O instructions, and the I/O protection mechanism.

Chapter 11 — Processor Identification and Feature DeterminatiorDescribes how to deter-
mine the CPU type and the features that are available in the processor.

Appendix A — EFLAGS Cross-Reference Summarizes how the Intel Architecture instruc-
tions affect the flagsin the EFLAGS register.

Appendix B— EFLAGS Condition Codes.Summarizes how the conditional jump, move, and
byte set on condition code instructions use the condition code flags (OF, CF, ZF, SF, and PF) in
the EFLAGS register.

Appendix C — Floating-Point Exceptions SummarySummarizes the exceptions that can be
raised by floating-point instructions.

Appendix D — SIMD Floating-Point Exceptions Summary.Provides the Streaming SIMD
Extensions mnemonics, and the exceptions that each instruction can cause.

Appendix E — Guidelines for Writing FPU Exception Handlers.Describes how to design
and write MS-DOS* compatible exception handling facilities for FPU and SIMD floating-point
exceptions, including both software and hardware requirements and assembly-language code
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examples. This appendix also describes general techniques for writing robust FPU exception
handlers.

Appendix F — Guidelines for Writing SIMD-FP Exception Handlers. Provides guidelines
for the Streaming SIMD Extensions instructions that can generate numeric (floating-point)
exceptions, and gives an overview of the necessary support for handling such exceptions.

1.4. OVERVIEW OF THE INTEL ARCHITECTURE SOFTWARE
DEVELOPER’S MANUAL, VOLUME 2: INSTRUCTION SET
REFERENCE

The contents of the Intel Architecture Software Developer’s Manual, Volumar@as follows:

Chapter 1 — About This Manual. Gives an overview of all three volumes of the Intel Archi-
tecture Software Developer's Manudi also describes the notational conventions in these
manuals and listsrelated Intel manuals and documentation of interest to programmers and hard-
ware designers.

Chapter 2 — Instruction Format. Describes the machine-level instruction format used for all
Intel Architectureinstructions and gives the allowable encodings of prefixes, the operand-iden-
tifier byte (ModR/M byte), the addressing-mode specifier byte (SIB byte), and the displacement
and immediate bytes.

Chapter 3 — Instruction Set ReferenceDescribes each of the Intel Architecture instructions

in detail, including an algorithmic description of operations, the effect on flags, the effect of
operand- and address-size attributes, and the exceptions that may be generated. The instructions
are arranged in alphabetical order. The FPU, MMX™ Technology instructions, and Streaming
SIMD Extensions are included in this chapter.

Appendix A — Opcode Map.Gives an opcode map for the Intel Architecture instruction set.

Appendix B — Instruction Formats and Encodings.Gives the binary encoding of each form
of each Intel Architectureinstruction.

Appendix C — Compiler Intrinsics and Functional Equivalents. Gives the Intel C/C++
compiler intrinsics and functional equivalents for the MMX™ Technology instructions and
Streaming SIMD Extensions.

1.5. NOTATIONAL CONVENTIONS

This manual uses special notation for data-structure formats, for symbolic representation of
instructions, and for hexadecimal numbers. A review of this notation makes the manual easier
to read.
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1.5.1. Bitand Byte Order

Inillustrations of data structuresin memory, smaller addresses appear toward the bottom of the

figure; addresses increase toward the top. Bit positions are numbered from right to left. The
numerical value of a set bit is equal to two raised to the power of the bit position. Intel Archi-

tecture processors are “little endian” machines; this means the bytes of a word are numbered
starting from the least significant byte. Figure 1-1 illustrates these conventions.

1.5.2. Reserved Bits and Software Compatibility

In many register and memory layout descriptions, certain bits are markescased. When

bits are marked as reserved, it is essential for compatibility with future processors that software
treat these bits as having a future, though unknown, effect. The behavior of reserved bits should
be regarded as not only undefined, but unpredictable. Software should follow these guidelines
in dealing with reserved bits:

® Do not depend on the states of any reserved bits when testing the values of registers which
contain such bits. Mask out the reserved bits before testing.

® Do not depend on the states of any reserved bits when storing to memory or to aregister.
® Do not depend on the ability to retain information written into any reserved bits.

® When loading a register, always load the reserved bits with the values indicated in the
documentation, if any, or reload them with values previously read from the same register.

NOTE

Avoid any software dependence upon the state of reserved bitsin Intel Archi-
tecture registers. Depending upon the values of reserved register bits will
make software dependent upon the unspecified manner in which the
processor handles these bits. Programs that depend upon reserved values risk
incompatibility with future processors.

Data Structure
31 24 23 16 15 8 7 0 -«— Bit offset
28
24
20
16
12
8
4
Byte 3 Byte 2 Byte 1 Byte0 | O

A

Byte Offset

Highest
Address

Lowest
Address

Figure 1-1. Bit and Byte Order
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1.5.3. Instruction Operands

When instructions are represented symbolically, a subset of the Intel Architecture assembly
language is used. In this subset, an instruction has the following format:

label: mnemonic argumentl, argument2, argument3
where:

® Alabd isanidentifier whichisfollowed by acolon.

® A mnemonic is areserved name for a class of instruction opcodes which have the same
function.

® The operands argumentl, argument2, and argument3 are optional. There may be from
zero to three operands, depending on the opcode. When present, they take the form of
either literals or identifiers for dataitems. Operand identifiers are either reserved names of
registers or are assumed to be assigned to data items declared in another part of the
program (which may not be shown in the example).

When two operands are present in an arithmetic or logical instruction, the right operand is the
source and the left operand is the destination.

For example:
LOADREG: MOV EAX, SUBTOTAL

In this example, LOADREG is alabel, MOV is the mnemonic identifier of an opcode, EAX is
the destination operand, and SUBTOTAL is the source operand. Some assembly languages put
the source and destination in reverse order.

1.5.4. Hexadecimal and Binary Numbers

Base 16 (hexadecimal) numbers are represented by a string of hexadecimal digits followed by
the character H (for example, F82EH). A hexadecimal digit is a character from the following
set:0,1,2,3,4,56,7,89A,B,C,D,E,andF.

Base 2 (binary) numbers are represented by a string of 1s and 0s, sometimes followed by the
character B (for example, 1010B). The “B” designation is only used in situations where confu-
sion as to the type of number might arise.

1.5.5. Segmented Addressing

The processor uses byte addressing. This means memory is organized and accessed as a
sequence of bytes. Whether one or more bytes are being accessed, a byte address is used to
locate the byte or bytes of memory. The range of memory that can be addressed is called an
address space.

The processor also supports segmented addressing. This is a form of addressing where a
program may have many independent address spaces,segiteshts. For example, a program
can keep its code (instructions) and stack in separate segments. Code addresses would always
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refer to the code space, and stack addresses would always refer to the stack space. The following
notation is used to specify a byte address within a segment:

Segment-register:Byte-address

For example, the following segment address identifies the byte at address FF79H in the segment
pointed by the DS register:

DS:FF79H

The following segment address identifies an instruction address in the code segment. The CS
register points to the code segment and the EIP register contains the address of the instruction.

CS:EIP

1.5.6. Exceptions

An exception is an event that typically occurs when an instruction causes an error. For example,
an attempt to divide by zero generates an exception. However, some exceptions, such as break-
points, occur under other conditions. Some types of exceptions may provide error codes. An
error code reports additional information about the error. An example of the notation used to
show an exception and error code is shown below.

#PF(fault code)

This example refers to a page-fault exception under conditions where an error code naming a
type of fault isreported. Under some conditions, exceptions which produce error codes may not
be able to report an accurate code. In this case, the error code is zero, as shown below for a
general-protection exception.

#GP(0)

Refer to Chapter 5, Interrupt and Exception Handling, for a list of exception mnemonics and
their descriptions.
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1.6. RELATED LITERATURE

The following books contain additional material related to Intel processors:

® |ntel Pentiunme |1 Processor Specification Update, Order Number 243337-010.

® |ntel Pentium® Pro Processor Specification Update, Order Number 242689-031.
® |ntel Pentium® Processor Specification Update, Order Number 242480.

® AP-485, Intel Processor Identification and the CPUID Instruction, Order Number 241618-
006.

® AP-578, Software and Hardware Considerations for FPU Exception Handlers for Intel
Architecture Processors, Order Number 243291.

®  Pentium® Pro Processor Data Book, Order Number 242690.
®  Pentium®Pro BIOS Writer's Guidghttp://www.intel.com/procs/ppro/info/index.htm.
®  Pentium® Processor Data Book, Order Number 241428.

® 82496 Cache Controller and 82491 Cache SRAM Data Book For Use With the Pentiun®
Processor, Order Number 241429.

®* Intel486™Microprocessor Data BoglOrder Number 240440.

® Intel486™ SX CPU/Intel487™ SX Math Coprocessor Data BOotter Number 240950.
® Intel486™ DX2 Microprocessor Data BadRrder Number 241245,

® Intel486™ Microprocessor Product Brief BqdBrder Number 240459.

®* Intel386™ Processor Hardware Reference Man@ater Number 231732.

®* Intel386™ Processor System Software Writer's Guinider Number 231499.

® Intel386™ High-Performance 32-Bit CHMOS Microprocessor with Integrated Memory
ManagementOrder Number 231630.

® 376 Embedded Processor Programmer’s Reference Manual, Order Number 240314.
® 80387 DX User’'s Manual Programmer’s Reference, Order Number 231917.

® 376 High-Performance 32-Bit Embedded Processor, Order Number 240182.

® Intel386™ SX MicroprocessoDrder Number 240187.

® |ntel Architecture Optimization Manual, Order Number 242816-002.

I 1-9



ABOUT THIS MANUAL

1-10



System Architecture
Overview

2






Intel ® SYSTEM ARCHITECTURE OVERVIEW

CHAPTER 2
SYSTEM ARCHITECTURE OVERVIEW

The 32-bit members of the Intel Architecture family of processors provide extensive support for
operating-system and system-development software. This support is part of the processor’s
system-level architecture and includes features to assist in the following operations:

® Memory management

® Protection of software modules

®* Multitasking

® Exception and interrupt handling

® Multiprocessing

® Cache management

® Hardware resource and power management
® Debugging and performance monitoring

This chapter provides a brief overview of the processor’s system-level architecture; a detailed
description of each part of this architecture given in the following chapters. This chapter also
describes the system registers that are used to set up and control the processor at the system level
and gives a brief overview of the processor’s system-level (operating system) instructions.

Many of the system-level architectural features of the processor are used only by system
programmers. Application programmers may need to read this chapter, and the following chap-
ters which describe the use of these features, in order to understand the hardware facilities used
by system programmers to create a reliable and secure environment for application programs.

NOTE

This overview and most of the subsequent chapters of this book focus on the
“native” or protected-mode operation of the 32-bit Intel Architecture
processors. As described in ChapteP&cessor Management and Initial-
ization, all Intel Architecture processors enter real-address mode following a
power-up or reset. Software must then initiate a switch from real-address
mode to protected mode.

2.1. OVERVIEW OF THE SYSTEM-LEVEL ARCHITECTURE

The Intel Architecture’s system architecture consists of a set of registers, data structures, and
instructions designed to support basic system-level operations such as memory management,
interrupt and exception handling, task management, and control of multiple processors (multi-
processing). Figure 2-1 provides a generalized summary of the system registers and data
structures.
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Figure 2-1. System-Level Registers and Data Structures
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2.1.1. Global and Local Descriptor Tables

When operating in protected mode, al memory accesses pass through either the global
descriptor table (GDT) or the (optional) local descriptor table (LDT), shown in Figure 2-1.
These tables contain entries called segment descriptors. A segment descriptor provides the base
address of a segment and access rights, type, and usage information. Each segment descriptor
has a segment selector associated with it. The segment selector provides an index into the GDT
or LDT (to its associated segment descriptor), a global/local flag (that determines whether the
segment selector pointsto the GDT or the LDT), and access rights informatio