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Revision History

Date Revision Change Description

February 2026 1.00 Initial release
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RMP Dirty

Introduction
This document describes the RMP Dirty feature and the RMPCHKD instruction.

Presence
CPUID Fn80000025_EDX[RmpDirty] (bit 2) indicates RMP Dirty and RMPCHKD instruction support.

RMP Dirty
The RMP Dirty feature allows software to track whether an SEV-SNP guest private page has been written since 
the last time it was marked not-dirty. Each guest private page RMP entry contains a Not-Dirty bit which is reset 
to 0. At VMPL0, the RMPADJUST instruction writes RDX[17] to the Not-Dirty bit in the page’s RMP entry 
and the RMPQUERY instruction returns the value of the RMP Not-Dirty bit in RDX[17].

The Not-Dirty bit is cleared by the processor the first time there is a write to the page. Additionally, the Not-
Dirty bit is cleared by the RMPADJUST instruction if not running at VMPL0 and the PVALIDATE instruction.

RMPCHKD Instruction
The RMPCHKD instruction checks one or more guest private 4KB pages to determine if the page is marked 
dirty in the RMP. A page is considered dirty if the Not-Dirty bit is 0. The guest physical address of the first 
4KB page to check is specified in RAX and the number of 4KB pages to check is specified in RCX. The 
RMPCHKD instruction completes when either a dirty page is found, or all pages have been checked. RCX is 
decremented by 1 and RAX is incremented by 0x1000 after each iteration that finds a page marked not-dirty.

When the instruction completes, RFLAGS.ZF indicates if a dirty page was found. If RFLAGS.ZF is 1, no dirty 
pages were found. If RFLAGS.ZF is 0, a dirty page was found. In this case, RAX contains the guest physical 
address of the dirty page and RFLAGS.CF indicates the size of that page in the RMP entry. If RFLAGS.CF is 
1, it indicates a 2MB page, while 0 indicates a 4KB page. If no dirty page is found, RFLAGS.CF is cleared to 
0.

Guest pages are assumed to be private during nested page table translations. The RMPCHKD instruction will 
take a #VMEXIT(NPF) if a nested translation error occurs or the translated address is outside the range of 
memory covered by the RMP.

The RMPCHKD instruction can be suspended by an exception or interrupt. When this happens, RAX will hold 
the value of the next guest physical page, RCX will hold the remaining number of 4KB pages to check and RIP 
will continue to point to the RMPCHKD instruction, allowing the instruction to be resumed after return from 
the exception or interrupt handler.

This is a privileged instruction. Attempted execution at a privilege level other than CPL0 will result in a 
#GP(0) exception. In addition, this instruction is only valid in 64-bit mode in an SNP-active (SEV-SNP) guest; 
in all other modes a #UD exception will be generated.
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rFlags Affected

Exceptions

Mnemonic Opcode Description

RMPCHKD F3 0F 01 FC Checks RMP Dirty status of guest pages

ID VIP VIF AC VM RF NT IOPL OF DF IF TF SF ZF AF PF CF

U U M U U M

21 20 19 18 17 16 14 13:12 11 10 9 8 7 6 4 2 0

Exception Real Virtual 8086 Protected Cause of Exception

Invalid opcode, #UD

X X X Instruction not supported as indicated by CPUID 
Fn80000025_EDX[RmpDirty] = 0

X X X This instruction is only recognized in 64-bit mode

X Guest is not SNP-Active

General Protection, 
#GP

X CPL was not 0

X Current VMPL was not zero

VMM Communication, 
#VC X

RMP.VALIDATED was not set to 1
Error code GPA_NOT_VALIDATED (0x408)
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