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Enhanced SMT Protection

Introduction

The Enhanced SMT Protection (ESMTP) feature extends SMT Protection (SMTP) functionality by allowing
the sibling thread(s) to either be in an idle state in host mode or to execute a vCPU from the same VM, which
allows more efficient use of hardware multi-threading resources.

Additionally, ESMTP adds the ability for guests to define relationship between vCPUs by specifying which
vCPUs may run on the same CPU core.

Presence
CPUID Fn8000 0025 EDX[EnhSmtProtection] (bit 1) indicates ESMTP support.

VMCB and VMSA Changes

The SEV_FEATURES bit 17 (EnhSmtProtection) may be used to enable the ESMTP feature for SNP-active
guests. Enhanced SMT Protection and SMT Protection (SEV_FEATURES bit 15) are mutually exclusive.
VMRUN fails with VMEXIT INVALID if both features are enabled.

The VCPU _ID field (VMSA offset 8AOh, 4-bytes) identifies the vCPU. This field should be set during guest
creation. An SEV-SNP guest may read the current value of VCPU _ID through the VCPU ID MSR
(C001_013Ah). This MSR is read-only. An attempt to write VCPU_ID MSR will result in a #GP(0) exception.
The VCPU_ID MSR read will return zero when ESMTP is not enabled.

The VCPU_SIBLING MASK field (VMSA offset 8A4h, 4-bytes) defines a mask that determines VCPU_ID
values that are allowed to run on the same core simultaneously.

The ESMTP_TIMEOUT CTL field (VMCB offset 148h, 8-bytes) specifies the wait in PO clocks to enter guest
mode when ESMTP is enabled. ESMTP timeout is disabled if ESMTP TIMEOUT CTL is equal to O.

VMRUN ESMTP Behavior

When a VMRUN is executed to an SEV-SNP (SNP-Active) vCPU with ESMTP enabled, the processor waits
until all sibling threads have done a VMRUN to a legal ESMTP sibling (as defined below) or are in an idle
state in host mode before entering guest mode. VMRUN to an ESMTP enabled vCPU fails if:

* Any sibling thread does a VMRUN to an illegal ESMTP sibling
* A physical INTR, NMI, SMI, or INIT occurs
* Timeout specified by ESMTP_TIMEOUT_CTL occurs

If a physical interrupt occurs, the VMRUN instruction finishes with the exit code for the physical interrupt
(e.g., VMEXIT _INTR). Physical INTR, NMI, SMI, and INIT interrupts detected during VMRUN are
unconditionally intercepted. If an internal event is detected during VMRUN, it exits with VMEXIT RETRY
exit code (AE, exit code -7). The hypervisor should re-execute VMRUN if it exits with VMEXIT RETRY.
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If the ESMTP timer expires, the VMRUN instruction exits with VMEXIT ESMTP_TIMEOUT exit code (AE,
exit code -6).

A legal ESMTP sibling is defined as follows:

* SEV-SNP VM with ESMTP enabled

* ASID values match

VCPU _SIBLING MASK values match

« VCPU ID & ~VCPU_SIBLING MASK values match

An illegal ESMTP sibling is an SEV-SNP vCPU with ESMTP enabled which does not meet all of the above
conditions. If any of the above checks fail, VMRUN exits with VMEXIT ILLSIB exit code (AE, exit code -5).

Once all sibling threads are either in an idle state in host mode (HLT, MWAIT, MWAITX at CPLO, or an I/O C-
state) or have executed VMRUN to a legal ESMTP sibling, any pending VMRUN operations on that core are
allowed to finish and enter guest mode.

VMEXIT ESMTP Behavior

When an automatic exit event occurs while a vCPU with ESMTP enabled is running, the VMEXIT cannot
complete until all sibling threads not in an idle state in host mode stop executing guest code. During the
VMEXIT flow, the processor checks the status of the sibling thread(s). If a sibling thread is executing guest
code, the processor writes the APIC ICR register with the IDLE_ WAKEUP_ICR MSR value and waits until
the sibling thread enters host mode. The IPI is not sent if all other sibling threads are in an idle state or are
attempting to complete VMEXIT.

If the VMEXIT occurs during the VMRUN instruction, the processor writes the APIC ICR register with the
IDLE_ WAKEUP_ICR MSR value if any sibling thread with ESMTP enabled is attempting to complete
VMRUN or is executing guest code, and waits until the sibling thread enters host mode.
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