intel.

Intel® 64 and IA-32 Architectures
Software Developer's Manual

Volume 3A:
System Programming Guide, Part 1

NOTE: The Inteff 64 and IA-32 Architectures Software Developer’s Manual consists of nine volumes:
Basic Architecture, Order Number 253665; Instruction Set Reference A-M, Order Number 253666;
Instruction Set Reference N-U, Order Number 253667, Instruction Set Reference V-Z, Order Number
326018; Instruction Set Reference, Order Number 334569; System Programming Guide, Part 1, Order
Number 253668; System Programming Guide, Part 2, Order Number 253669; System Programming
Guide, Part 3, Order Number 326019; System Programming Guide, Part 4, Order Number 332831. Refer
to all nine volumes when evaluating your design needs.

Order Number: 253668-060US
September 2016



Intel technologies features and benefits depend on system configuration and may require enabled hardware, software, or service activation. Learn
more at intel.com, or from the OEM or retailer.

No computer system can be absolutely secure. Intel does not assume any liability for lost or stolen data or systems or any damages resulting
from such losses.

You may not use or facilitate the use of this document in connection with any infringement or other legal analysis concerning Intel products
described herein. You agree to grant Intel a non-exclusive, royalty-free license to any patent claim thereafter drafted which includes subject
matter disclosed herein.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document.

The products described may contain design defects or errors known as errata which may cause the product to deviate from published specifica-
tions. Current characterized errata are available on request.

This document contains information on products, services and/or processes in development. All information provided here is subject to change
without notice. Contact your Intel representative to obtain the latest Intel product specifications and roadmaps

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained by calling 1-
800-548-4725, or by visiting http://www.intel.com/design/literature.htm.

Intel, the Intel logo, Intel Atom, Intel Core, Intel SpeedStep, MMX, Pentium, VTune, and Xeon are trademarks of Intel Corporation in the U.S.
and/or other countries.

*Other names and brands may be claimed as the property of others.

Copyright © 1997-2016, Intel Corporation. All Rights Reserved.


http://www.intel.com/design/literature.htm
http://www.intel.com/design/literature.htm

CONTENTS

PAGE
CHAPTER 1
ABOUT THIS MANUAL
1.1 INTEL® 64 AND 1A-32 PROCESSORS COVERED IN THIS MANUAL ... oo et e, 1-1
1.2 OVERVIEW OF THE SYSTEM PROGRAMMING GUIDE . . . .ottt et eaas 1-3
13 NOTATIONAL CONVENTIONS . Lottt et et e e e e e e e e e e e e ey 1-6
1.3.1 Bit AN BYTe Ol . ..ottt it e e e e e 1-6
13.2 Reserved Bits and Software Compatibility .......ooiuveiii i e e 1-6
133 INSTUCTION OPEIANGS. . . . .ttt ettt ettt et et et et et e et e e et e e 1-7
134 Hexadecimal and Binary NUMDE S .. ..o i e e e i e 1-7
135 SEgMENTEA AArESSING vttt ettt e e e 1-7
136 Syntax for CPUID, CR, aNd MSR ValUBS . . . . ..ottt e aaas 1-8
1.3.7 [ Cal= 511103 1-9
14 RELATED LITERATURE . . .ottt ittt e et ettt et e e et et et e e et et e e et e e e n e e s 1-9
CHAPTER 2
SYSTEM ARCHITECTURE OVERVIEW
2.1 OVERVIEW OF THE SYSTEM-LEVEL ARCHITECTURE. . ..ottt ettt et e e 2-1
2.1.1 Global and Local DeSCriPtOr Tables. ... v vttt e e e et e e et e 2-3
2.1.1.1 Global and Local Descriptor Tables in1A-328 MOGE. . . ... vt et e 2-4
2.1.2 System Segments, Segment Descriptors, and Gates . ...t e e 2-4
2.1.2.1 GatES N IA-32E MOQE . . o vttt et e et e e e e e 2-4
213 Task-State Segments and Task Gates. .. . u ittt e e ettt 2-5
2.1.3.1 Task-State Segments iN JA-328 MOGE. .. ..ottt i et e e s 2-5
214 Interrupt and EXCeption Handling. .. ... oot e e e e 2-5
2.1.4.1 Interrupt and Exception HaNdliNg 1A-326 MOAE. .. ..o ittt e 2-5
215 [ (=T LoV = T T T= T 1T 2-6
2.1.5.1 Memory Management in IA-328 MO ... ...iviiii e et e 2-6
2.1.6 I (=] T RS0 3 1= 2-6
2.16.1 System RegiStars INIA-328 MOGE. . ...t i e e e e e 2-7
21.7 (01 L= Y VS (=T {0 o 3 2-7
2.2 MODES OF OPERATION. . .ottt ettt ettt ettt et e e et e e e et et e e e a e 2-7
2.2.1 Extended Feature ENable ReGIS O . . .. .ottt it e et e e e 2-9
2.3 SYSTEM FLAGS AND FIELDS IN THE EFLAGS REGISTER. ...\ttt 2-9
2.3.1 System Flags and Fields iN 1A-328 MOGE . ... .viii e e 2-11
2.4 MEMORY-MANAGEMENT REGISTERS .. . ittt ettt e e s e e e e e e 2-11
2.4.1 Global Descriptor Table Register (GDTR) ... vttt ettt ettt e eees 2-12
24.2 Local Descriptor Table RegiSter (LDTR) ...\ uititi ittt e e e 2-12
243 IDTR Interrupt Descriptor Table REGISTOr. . ..ottt it e it i ittt eans 2-12
244 LS 2T [ 0= 1 S 2-13
2.5 CONTROL REGISTERS .. .ttt e e et et e e e et e e e et e e et et es 2-13
2.5.1 CPUID Qualification of Control ReGiSter FIags. . .. v v vttt ittt e eees 2-19
2.6 EXTENDED CONTROL REGISTERS (INCLUDING XCRO) ..t v e vttt ettt et et e e et e e e e e e e e e e ee e 2-19
2.7 PROTECTION KEY RIGHTS REGISTER (PKRU) ..ottt e e e e e 2-20
2.8 SYSTEM INSTRUCTION SUMMARY ..ottt ittt ettt ittt et e et e e e e e 2-20
2.8.1 Loading and STOMNg SYSteM REGISTEIS . ..\ttt ittt ettt et et e 2-22
282 Verifying Of ACCESS PriVilEgES . .o v ittt e e 2-22
283 Loading and Storing DEDUG REGIS OIS . ..o\ttt it e e e e e 2-23
284 INValidating Caches @nd TLBS . ... vu ittt e ettt e e e ettt e et 2-23
285 CONTrOlliNG ThE PrOCES SO v vttt ettt e et e e e e e e e e e e 2-24
2.86 Reading Performance-Monitoring and Time-Stamp COUNTErS . .......ovririr i ens 2-24
2.8.6.1 Reading Counters in B4-Bit MOGe. .. ... ovit ittt et ettt e 2-25
287 Reading and Writing Model-Specific REGISTEIS . ... vttt e e 2-25
2.8.7.1 Reading and Writing Model-Specific Registers in 64-BitMode ..........c.ciiiiiii i 2-25
288 ENabIiNg Processor EXTENAEd STateS . ... .ttt et e e e 2-25
CHAPTER 3
PROTECTED-MODE MEMORY MANAGEMENT
3.1 MEMORY MANAGEMENT OV ERVIEW ..ottt e e e e e e e e e 3-1

Vol. 3A i



CONTENTS

3.2 USING SEGMEN T S, Lttt ettt e et ettt e et e e e et e e e et e e e et et e e e 3-2
3.2.1 BaSIC FIat MOGE] . ..ottt e e e e e e e 3-3
3.2.2 Protected FIGT MOEL. . . ... e e e e e 3-3
3.2.3 MUH-SEgMENT MOl ...t i i e e e 3-4
3.24 Segmentation N TA-328 MO . .. ...\ e e 3-5
3.25 Paging and SegmMIEN A iON . .. ..ottt e e e 3-5
33 PHY SICAL ADDRESS SPACE. ..\ttt ettt ettt e e e e e e et e e et e e 3-6
3.3.1 Intel® 64 Processors and Physical Address SPaCe . ... v .ttt 3-6
3.4 LOGICAL AND LINEAR AD D RESSES . . .t ittt ettt ettt e e e e e e e e e e e e 3-6
3.4.1 Logical Address Translation iN IA-326 MO . .. ..o ir ittt ettt e 3-7
34.2 Y= 0= A1 =Y o (o 5 3-7
343 A0 T L (=0 Y =T 5 3-8
344 Segment Loading INStructions iN 1A-328 MOGE. .. .. ... vv ittt e e et e 3-9
345 Y= [0S L= ol ) (o5 3-9
34.5.1 Code- and Data-Segment DeSCripTOr Ty DS, v vttt ittt ittt ettt ettt ettt et ettt 3-12
35 SYSTEM DESCRIPTOR TYPES ..ttt ittt e e e e e e e et 3-13
3.5.1 SegmeENt DESCriPIOr TabIES. . o\ttt e e e 3-14
35.2 Segment Descriptor Tables iN IA-326 MOde ...t e e e e 3-16
CHAPTER 4

PAGING

4.1 PAGING MODES AND CONTROL BITS ..t ettt ettt ettt et e e e e et e e et et e et e e a e e s 4-1
4.1.1 Three Paging MOdes . . ..ottt e e e e 4-1
41.2 Paging-Mode ENabling. .. ..ot e e 4-3
413 Paging-Mode MO ierS. . ..ottt e e e e 4-4
414 Enumeration of Paging Features Dy CPUID . . ... oo e 4-5
4.2 HIERARCHICAL PAGING STRUCTURES: AN OVERVIEW . .ottt 4-6
43 32-BIT PAGING ..ottt et e e e e e e 4-7
44 P PAGING . oottt e e e e e e 4-13
441 o D I (=T (= 4-13
442 Linear-Address Translation With PAE Paging .. .....oviriiiiii i e 4-14
45 A-32E PAGING .ottt e e e e e 4-19
46 ACCESS RIGHT S, ottt ettt e e e e e e e e e e e e e 4-28
46.1 Determination Of ACCESS RIGNTS .. .o u it e e e e 4-29
46.2 o (0] (=Tt T p I = 4-31
4.7 PAGE-FAULT EXCEPTIONS ittt ittt e e e e e e e et e e et e 4-31
48 ACCESSED AND DIRTY FLAGS .ttt ittt ittt e e et e et e e e e e e e en s 4-33
49 PAGING AND MEMORY TYPING &1\ttt ittt ettt e e e e e e e e e et 4-34
491 Paging and Memory Typing When the PAT is Not Supported (Pentium Pro and Pentium Il Processors).............. 4-34
492 Paging and Memory Typing When the PAT is Supported (Pentium lll and More Recent Processor Families).......... 4-34
493 Caching Paging-Related Information about Memory TYPING .. ....veiniii e 4-35
4.10 CACHING TRANSLATION INFORMATION . . .o ittt ettt ettt e e e e et e et et e et 4-35
4.10.1 Process-Context Identifiers (PCIDS) . ... v ittt e e e 4-35
4.10.2 Translation Lookaside BUFfers (TLBS) . . ... vuue et ens 4-36
410.2.1 Page Numbers, Page Frames, and Page Offsets .. ...ouvuiriii i ettt ieaaas 4-36
410.2.2 Caching TransIations iN TUBS ... v ittt e e s e e e s 4-36
4.10.2.3 DETAIlS OF TLB USB .\ttt ittt ettt e e e e e e e e e e e 4-37
41024 (0] 0= =T L= 4-37
4103 Paging-StrUCTUNE CaCNES . . vttt e e e e e 4-38
4.10.3.1 Caches TOr Paging STTUCTUIES. . . vttt ettt e 4-38
4.103.2 Using the Paging-Structure Caches to Translate Linear AddresSes. .. ..v vttt it cie e 4-40
41033 Multiple Cached Entries for a Single Paging-Structure ENTry . .....ovvuii i 4-40
4104 Invalidation of TLBs and Paging-Structure CaChes . ......oveii i e 4-41
41041 Operations that Invalidate TLBs and Paging-Structure Caches. ...t e e 4-41
4.104.2 Recommended INValidation. . . .....oou e e 4-43
41043 OptioNal INVAlIAATION . . ... e e e e 4-44
41044 Delayed INValidation .. ..o e e e 4-44
4105 Propagation of Paging-Structure Changes to Multiple Processors. .. ......vvii i e 4-45
411 INTERACTIONS WITH VIRTUAL-MACHINE EXTENSIONS (VMX) .0ttt ettt 4-46
4111 RV L= L3 1 0 4-46
411.2 VMX Support for Address Translation. .. ... e e e e 4-46
412 USING PAGING FOR VIRTUAL MEMORY . . oottt et ettt e e e e e e e e e e 4-47
413 MAPPING SEGMENTS TO PAGES . ..ottt ettt e e e e et e e e e 4-47

iv Vol. 3A



CONTENTS

PAGE

CHAPTER 5
PROTECTION
5.1 ENABLING AND DISABLING SEGMENT AND PAGE PROTECTION . .. vttt et ettt e et ieaas 5-1
5.2 FIELDS AND FLAGS USED FOR SEGMENT-LEVEL AND

PAGE-LEVEL PROTECTION .ttt ittt et et et ettt s e e ettt et e e e ey 5-2
5.2.1 Code-Segment Descriptor in B4-Dit MOde ... ..ot e e 5-3
53 I 0 5-4
5.3.1 Limit Checking in B4-Dit MOGe . . ..o e e e e 5-5
54 TYPE CHECKING . . ettt sttt e e e e e e e et e e e e e e e et e e e e e 5-5
54.1 Null Segment Selector ChECKING . ... vttt e e e e e e e ettt 5-6
54.1.1 NULL Segment Checking in B4-Dit MOGe ... .. ov it e i 5-6
55 PRIVILEGE LEVELS. .o\ttt ittt ettt e e et e e e et e e e et e e e et et e e et 5-6
56 PRIVILEGE LEVEL CHECKING WHEN ACCESSING DATA SEGMENTS ..\ttt 5-8
56.1 Accessing Data N Code SEgMEBNTS . ...ttt e e e e 5-9
57 PRIVILEGE LEVEL CHECKING WHEN LOADING THE SS REGISTER . ...ttt t ettt et 5-10
58 PRIVILEGE LEVEL CHECKING WHEN TRANSFERRING PROGRAM CONTROL BETWEEN CODE SEGMENTS ...........v..e. 5-10
5.8.1 Direct Calls or JuMPS 10 COdE SBOMEBNTS. ...ttt ettt ettt et e e e i 5-10
5.8.1.1 Accessing Nonconforming Code SegmMENTS . . ...t ittt e e et e 5-11
58.1.2 Accessing Conforming Code SEOMBNTS. . ...ttt ittt ettt ettt aaas 5-12
5.8.2 LT 1 (BT o 0] (o = P 5-13
583 L0 =1 (= 5-13
5.83.1 JA-326 MOAE Call GaTBS . vttt ettt ettt ettt et et e e e e e e 5-14
584 Accessing a Code Segment Through @ Call Gate . ... ovvv it e e 5-15
585 SHACK S CNING . oo i e e e s 5-17
5.85.1 Stack SWItching in B4-Dit MOGE. . ... ...ttt e e 5-19
586 Returning from @ Called ProCEAUE . .. ..o v ittt e e e e e e s 5-20
58.7 Performing Fast Calls to System Procedures with the

SYSENTER @nd SYSEXIT INSTTUCTIONS & v vttt ettt ettt ettt et e e et e et eeens 5-20

58.7.1 SYSENTER and SYSEXIT Instructions iN 1A-32€ MO . . .. oo i i e 5-21
588 Fast System Calls iN B4-Bit MOGE. . ... ..ot i i e e e e 5-22
59 PRIVILEGED INSTRUCTIONS . . .ttt ettt ettt et et e e et e e et e e et e et et e et et e e e e e e 5-23
5.10 POINTER VAL D ATION L vttt ettt et e e e et e e e et et e e et et e et e et et e e e e eens 5-24
5.10.1 Checking Access Rights (LAR INSTIUCTION) . ..o v ettt e et aees 5-24
5.10.2 Checking Read/Write Rights (VERR and VERW INSTrUCTIONS). . ..ot v ettt 5-25
5.10.3 Checking That the Pointer Offset Is Within Limits (LSLINSTruction) . ... 5-25
5.104 Checking Caller Access Privileges (ARPL INSTIUCTION). . ... oottt 5-26
5.105 L ol o 1Y 02T 5-27
511 PAGE-LEVEL PROTECTION ...ttt ittt ettt et et e e e et e e et e et et e et e e eens 5-27
5111 Page-PrOteCtiON FlagS . ..ottt i e e 5-28
511.2 Restricting Addressable DOmMain. . . ... u ettt et e e e e e 5-28
5113 PAGE TP ittt e e 5-28
5114 Combining Protection of Both Levels of Page Tables ... it 5-28
5115 Overrides 10 Page ProteCtioN .. ... v ittt et et e 5-29
5.12 COMBINING PAGE AND SEGMENT PROTECTION. ...ttt ettt et ettt e et et e et aenes 5-29
5.13 PAGE-LEVEL PROTECTION AND EXECUTE-DISABLE BIT ..ttt ettt et eans 5-30
5.13.1 Detecting and Enabling the Execute-Disable Capability ........ ..ot i e 5-30
5.13.2 Execute-Disable Page Protection . .. .. e 5-30
5133 ReSerVed Bit CRECKING . ..ottt et e e e e 5-31
5134 EXCEPTION HaNAliNg . .. oottt et e e e e e s 5-32
CHAPTER 6
INTERRUPT AND EXCEPTION HANDLING
6.1 INTERRUPT AND EXCEPTION OVERVIEW. . .o\ttt e sttt et e ettt et e et e e e et 6-1
6.2 EXCEPTION AND INTERRUPT VECTORS . . . ittt ettt ettt e et et e e e e e 6-1
6.3 SOURCES OF INTERRUP TS ..ottt e et e e e e e e 6-2
6.3.1 ot =T = 0 (=T o £ 6-2
6.3.2 Maskable HardwWare Mt mUD S .. oottt ittt et e ettt et e et e e e 6-3
6.3.3 SOTtWaAre-GENEIatEd IMT I TUDTS . .\ttt ettt e ettt e ettt 6-4
6.4 SOURCES OF EXCEPTIONS &ttt ittt e ettt e e e e e e e e e 6-4
6.4.1 0= o = o L 6-4
6.4.2 Software-GeNerated EXCEPTIONS ... .ottt ettt ittt ettt e ettt e e e e 6-4
6.4.3 MaChiNE-CheCk EXCEPTIONS . . o\ttt ettt et et e e et et et et et 6-4
6.5 EXCEPTION CLASSIFICATIONS . ottt ettt et et e et e e e et e e e et et e et e 6-4

Vol.3A v



CONTENTS

PAGE
6.6 PROGRAM OR TASK RES T AR T L 1ttt ettt ittt et ettt e e e et e e e et e e e et e e n e e s 6-5
6.7 NONMASKABLE INTERRUPT (NMI) ..ottt ettt e e e e e e e 6-6
6.7.1 Handling MU IE NMIS . .. i i e e e e et e e e et 6-6
6.8 ENABLING AND DISABLING INTERRUP TS . L.ttt ettt ettt et e et e et et e n e et 6-6
6.8.1 Masking Maskable Hardware INtermUPTS . .. ... e e 6-6
6.8.2 Masking INStrUCtiON BreaKpointS. .. ot e e e e 6-7
6.8.3 Masking Exceptions and Interrupts When Switching Stacks ...... ..o e 6-7
6.9 PRIORITY AMONG SIMULTANEQUS EXCEPTIONS AND INTERRUPTS. ..ttt 6-8
6.10 INTERRUPT DESCRIPTOR TABLE (IDT) + ettt ettt ettt et et s e et e e e et e e e et e e et e e e n e e s 6-9
6.11 DT DESCRIP T ORS ..ttt ettt ettt et e e et et e e e e e e 6-10
6.12 EXCEPTION AND INTERRUPT HANDLING . . ottt e et et e et e e et et es 6-11
6.12.1 Exception- or INterrUpt-Handler ProCeaUIES . ... vttt it e e ettt it e 6-11
6.12.1.1 Protection of Exception- and Interrupt-Handler Procedures. .........ovviiiii it e 6-13
6.12.1.2 Flag Usage By Exception- or Interrupt-Handler Procedure. . ... ..ot 6-14
6.12.2 L =00 A 1= T 4 6-14
6.13 ERROR CODE . ..ttt ettt et et e e e e e e e e e e e e 6-15
6.14 EXCEPTION AND INTERRUPT HANDLING IN B4-BIT MODE . . . ..ottt ettt 6-16
6.14.1 (S S o T | 6-16
6.14.2 B4-Bit MO STaCK FramIE .ttt e e 6-17
6.14.3 IRET N IA-32E MO . . .ottt e e e e e e et e e et e e e 6-18
6.14.4 Stack SWItChING N JA-328 MOGE . . ..ottt i e e e et e s 6-18
6.14.5 INTErTUPT STaCK TabIE . ..ottt e et et e e e e e 6-19
6.15 EXCEPTION AND INTERRUPT REFERENCE. . . . ..ottt ettt et et 6-19
Interrupt O—Divide Error EXCeption (HDE). .. ..o vttt e 6-20
Interrupt 1—Debug EXCEPtioN (HDB) . ... .ot e 6-21
INtErTUPT 2— NI I O T U .« et et e e e e e 6-22
Interrupt 3—Breakpoint EXCEPTIoN (HBP). ... ..ot e e 6-23
Interrupt 4—0verflow EXCEPTION (HOF) ...ttt e e e e e e 6-24
Interrupt 5—BOUND Range Exceeded Exception (HBR) ........cooiiiii 6-25
Interrupt 6—Invalid Opcode EXCEPLION (HUD) .. ... v ettt 6-26
Interrupt 7—Device Not Available Exception (ENM). . ... 6-27
Interrupt 8—Double Fault EXCEPTION (HDF) .. ..ottt e e e 6-28
Interrupt 9—Coprocessor SEGMENT OVEITUN. ...t v vttt ettt ettt ettt et ettt e e enees 6-30
Interrupt 10—INvalid TSS EXCEPTION (BT S) 1\ v ittt et e e e 6-31
Interrupt 11—=Segment Not Present (HNP) . ... e 6-34
Interrupt 12—Stack Fault EXCEPLION (HSS) .. .o\ttt e e e 6-36
Interrupt 13—General Protection EXCeption (HGP). ... .oov it e 6-37
Interrupt 14—Page-Fault EXCEPTiON (HPF). . ..o vttt e e e 6-40
Interrupt 16—x87 FPU Floating-Point Error (HMF). ... vt e e 6-43
Interrupt 17—Alignment Check EXCEPTION (HAC). ... v vttt i 6-45
Interrupt 18—Machine-Check EXCeption (HMC) .. ... oottt e 6-47
Interrupt 19—SIMD Floating-Point EXCEPLioN (EXM) .. ..ot 6-48
Interrupt 20—Virtualization EXCEPLiON (HVE) .. .. vt e e 6-50
Interrupts 32 10 255—User Defined INtermUPTS. .. ..ottt e e e 6-51
CHAPTER 7
TASK MANAGEMENT
7.1 TASK MANAGEMENT OVERVIEW. . . .ottt ettt e e e e e e e e e e 7-1
711 L 1512 1Tt (= 7-1
7.1.2 L5 ) €= (=P 7-2
713 ool o T 1= G PP 7-2
7.2 TASK MANAGEMENT DATA STRUCTURES . ..ttt e e e e e e e 7-3
7.2.1 L G = LI =T 01T L ) S 7-3
7.2.2 BT Lol {1 o 7-5
723 TSS Descriptor iN 64-Dit MOAe. . . ..o\ e 7-6
724 B I QR =T (= 7-7
7.25 B €= L (] D= ol {51 (o 7-8
73 TASK S T CHING . ottt et e e et e e e e et e e e e e e e e e 7-9
74 TASK LINKING . ottt e e e e et e e et et e e et et e e et e e e et e e e e 7-12
741 Use of Busy Flag To Prevent Recursive Task SWItChing . .....o.vuiritieir e 7-13
74.2 MOdifYING Task LINKGGES . . .. oottt e et e e e e et 7-13

vi Vol. 3A



CONTENTS

PAGE

75 TASK ADDRESS SP A CE. ...ttt st e e e e e e e e e e 7-14
751 Mapping Tasks to the Linear and Physical Address SPates ... vv vttt aees 7-14
75.2 Task LOGIiCal AdArESS SPaCE . . ittt t ettt i it it e e e e e e s 7-15
76 16-BIT TASK-STATE SEGMENT (TS ) & ettt ittt ettt e et e e et et e e e et e 7-15
77 TASK MANAGEMENT IN B4-BIT MODE . ..ottt ettt ettt e e e e e ety 7-16
CHAPTER 8

MULTIPLE-PROCESSOR MANAGEMENT

8.1 LOCKED ATOMIC OPERATIONS .ottt ittt ettt et ettt et e et e e e et et e e et 8-1
8.1.1 GUaranteed AtOmMIC DD atiONS . . vttt et ettt et e e ettt e e e e e e e e 8-2
8.1.2 BUS LOCKING .« ettt ettt et ettt e e e e e e 8-3
8.1.2.1 AUTOMATIC LOCKING. .. ottt et et et ettt e e e e 8-3
8.1.2.2 Software Controlled Bus LOCKING . . ..o vttt e e 8-3
813 Handling Self- and Cross-Modifying Code. . . ... ..ot 8-4
814 Effects of a LOCK Operation on Internal Processor Caches. ... ... et 8-5
8.2 MEMORY ORDERING ............ B @ e A 8-5
8.2.1 Memory Ordering in the Intel™ Pentium™ and INtel486  ProCessors ..........o.viriiiiiiiiiiiieiiiiinaen, 8-6
8.2.2 Memory Ordering in P6 and More Recent Processor Families. ... ...ooovi i et 8-6
8.2.3 Examples lllustrating the Memory-0rdering PrinCiples .. ...ovv it e e 8-7
8.2.3.1 Assumptions, Terminology, and NOTation . .........c.iiiii i i 8-8
8.23.2 Neither Loads Nor Stores Are Reordered with Like Operations. ..ottt 8-9
8.233 Stores Are Not Reordered With Earlier LOadS . .......vveiirii e 8-9
8234 Loads May Be Reordered with Earlier Stores to Different Locations............ccooviiiiiiiiiii i 8-9
8.235 Intra-Processor Forwarding IS AllOWed. . . ... .. it i i e i e e 8-10
8.236 Stores Are Transitively VisiDIe .. ... e e 8-10
8.23.7 Stores Are Seen in a Consistent Order by Other PrOCESSOrS. .. ... vu ittt 8-11
8.238 Locked Instructions Have @ Total Order. . ... vt e eees 8-11
8.23.9 Loads and Stores Are Not Reordered with Locked INSTructions. . ......v.vieii i 8-12
8.24 Fast-String Operation and Out-0f-0rder STOMES. ... v vt e e 8-12
8.24.1 Memory-Ordering Model for String Operations on Write-Back (WB) Memory. ........covviviiiiiiiniiiii s 8-13
8.24.2 Examples lllustrating Memory-Ordering Principles for String Operations . .........covviiiiiiii it 8-13
8.25 Strengthening or Weakening the Memory-Ordering Model ..........ooui it e 8-15
83 SERIALIZING INSTRUCTIONS ..ottt ettt ettt et e et et e et e e et e e e e e eas 8-17
84 MULTIPLE-PROCESSOR (MP) INITIALIZATION . o ettt et et e e et e et e eens 8-18
84.1 [ = T Lo I el o o Tl Ty o Y 8-18
84.2 MP Initialization Protocol Requirements and ReStrictions ... ..ottt i e it i ieaas 8-19
84.3 MP Initialization Protocol Algorithm for MP SystemS . . ... v i e 8-19
844 MP INitialiZation EXaMIE. . ..o e 8-20
8.4.4.1 Typical BSP Initialization SEQUENCE . .. .. i i e e 8-20
844.2 Typical AP INitialization SEQUENCE . . ..ot ittt e e e e 8-22
845 Ide@}ifying Logical Processors in @n MP SYSTem . ... oo vt it s 8-23
8.5 INTEL™ HYPER-THREADING TECHNOLOGY AND INTEL™ MULTI-CORE TECHNOLOGY ......vvviiiiiiiiiiiieeenn 8-24
8.6 DETECTING HARDWARE MULTI-THREADING SUPPORT AND TOPOLOGY ...ttt ettt eaeeens 8-24
8.6.1 Initializing Processors Supporting Hyper-Threading Technology .. ......oovvirii i 8-25
86.2 INItiAliZING MUI-COME PrOCESS OIS vt ettt ettt ettt ettt et ettt e ettt et e ettt e ettt et ettt enans 8-25
86.3 Executing Multiple Threads on an Intel® 64 or IA-32 Processor Supporting Hardware Multi-Threading ............ 8-26
86.4 Handling Interrupts on an IA-32 Processor Supporting Hardware Multi-Threading. ...........c..ooviiiiiininnns, 8-26
8.7 INTEL™ HYPER-THREADING TECHNOLOGY ARCHITECTURE. . ..o\ttt ettt et e eeans 8-26
8.7.1 State Of the LOGICal PrOCESSOMS .\ttt ittt et e e e e e e e 8-27
8.7.2 (O T o o) = S 8-28
873 Memory Type Range Registers (MTRR) . ...t e aees 8-28
874 Page AtIriDUTE Table (P AT ) ottt et e e 8-28
875 = Tol T L=l O 1= Tl Y T = Ton = 8-28
8.7.6 Debug Registers and EXTENSIONS ...\ttt ittt ittt e ettt e e e e e e 8-29
8.7.7 Performance Monitoring COUNM OIS . ..ttt ettt ettt et e e e et e e 8-29
8.7.8 IAB2_MISC _ENABLE MSR ..\ttt ittt e e e e e e et e e e e 8-29
879 1= T 1o A0 L= o 8-29
8.7.10 Y= 4T N Iy (T o 8-29
8.7.11 MICrocode UPdate RESOUMCES. . . ...t v ettt ettt ettt e et et e et e e et e e e 8-29
8.7.12 Self MOdIfYING COOE . ..ottt et e ettt e e e e e 8-30
8.7.13 Implementation-Specific Intel HT Technology Facilities ........ ..o e 8-30
8.7.13.1 0T =TS =T 1= P 8-30
8.7.13.2 Processor Translation Lookaside BUTfers (TLBS). . ... vvuvurvtiei ettt 8-30
8.7.133 B == LT T o 8-31

Vol. 3A Vii



CONTENTS

8.7.134 External Signal CompPatibility ... ..o e 8-31
8.8 MULTI-CORE ARCHITECTURE . ..ttt ettt ettt e e e e e e ettt e e e 8-31
8.8.1 [0 For= I o o ol =E o Y U0 o 8-32
8.8.2 Memory Type RaNge ReGiStErs (MTRR) . ... uitii ettt et e et e ees 8-32
883 Performance Monitoring COUNTENS . ... ..ttt ettt et ettt et ettt et e ens 8-32
884 IAB 2 _MISC ENABLE MR, .ttt ettt e et e e e e e e e e e 8-32
8.8.5 MICrOCOdE UPdate RESOUNCES . . vttt ettt ettt ettt ettt e e e e ettt e e e et aanaes 8-32
89 PROGRAMMING CONSIDERATIONS FOR HARDWARE MULTI-THREADING CAPABLE PROCESSORS . ......ovvvvvevnns 8-33
8.9.1 Hierarchical Mapping of Shared RESOUICES .. .. ...ttt et e ettt nenenans 8-33
8.9.2 Hierarchical Mapping of CPUID Extended Topology Leaf. ... ..o e 8-34
8.9.3 Hierarchical ID of Logical Processors in an MP SYSTemM .. ...ttt e 8-35
8.9.3.1 Hierarchical ID of Logical Processors With X2APIC ID . ...t ettt e i 8-37
894 Algorithm for Three-Level Mappings 0f APIC D . ... .o e et 8-37
8.95 Identifying Topological Relationships in @ MP SYSTem ... .. .vi i e 8-42
8.10 MANAGEMENT OF IDLE AND BLOCKED CONDITIONS ... it o ittt e et e e et e eens 8-46
8.10.1 [0 T oo 8-46
8.10.2 PAUSE NSt UCTION . vttt ettt e e e e e e 8-46
8.10.3 Detecting Support MONITOR/MWAIT INStrUCHION. ..o v vttt et e ettt it eaans 8-46
8.10.4 MONITOR/MW AIT NSt UCTION .« .ottt ettt et e ettt e e e et et ettt e e aees 8-47
8.10.5 Monitor/Mwait Address Range Determination . ... .vu e et e 8-48
8.10.6 Required Operating SYSTem SUD POt . . ..ottt ittt ettt ettt e et et e 8-48
8.10.6.1 Use the PAUSE InsStruction in SPin-Wait LOOPS. ... v vttt ettt ettt e i eeaas 8-49
8.10.6.2 Potential Usage of MONITOR/MWAIT in COIdIE LOOPS. .+ vttt tte e et 8-49
8.10.6.3 [ =l o T W T or= | o oo ol =10 8-50
8.106.4 Potential Usage of MONITOR/MWAIT in CT IdlE LOOPS. .. v vttt ettt ittt e e aeas 8-51
8.10.6.5 Guidelines for Scheduling Threads on Logical Processors Sharing Execution Resources.........o.ovevivvinnn, 8-51
8.10.6.6 Eliminate Execution-Based Timing LOOPS. . ..o v ittt ittt ettt e ettt e 8-52
8.10.6.7 Place Locks and Semaphores in Aligned, 128-Byte Blocks of MEMOIY. .......oovvviii it 8-52
8.11 MP INITIALIZATION FOR P6 FAMILY PROCESSORS . . . .ttt et 8-52
8.11.1 Overview of the MP Initialization Process For P6 Family Processors ........oooviiiiiiiiii it iiineiannss 8-52
8.11.2 MP Initialization Protocol AlgomiThm . . ... . e e e e 8-53
8.11.2.1 Error Detection and Handling During the MP Initialization Protocol. ..o 8-54
CHAPTER 9

PROCESSOR MANAGEMENT AND INITIALIZATION

9.1 INITIAUZATION OV RV EW . . ottt e et e e e et e e et e et et e 9-1
9.1.1 PrOCESSOr STate AT T ROt .ttt e e e e 9-2
9.1.2 Processor BUilt-In Self-Test (BIST) . ... v e e 9-5
9.1.3 Model and Stepping INTOrmMatioN . ... .. . e e e 9-5
9.1.4 FIrSt INStrUCTION EXECULEA. . . ottt e e et e e et e e e 9-5
9.2 XB7 FPU INIT AL ZATION. . .ottt e e e e e et e e e 9-5
9.2.1 Configuring the X87 FPU ENVITONMENT . . ..o\ttt it ettt et e e et et ettt et et e ananen 9-6
9.2.2 Setting the Processor for x87 FPU Software EMUIGtion. .. ......ovii e 9-6
93 CACHE ENABLING. .« vttt et e e e ettt et et e e e e e e 9-7
9.4 MODEL-SPECIFIC REGISTERS (MRS ) .. v ittt ettt ittt ettt e e e e e e et e e e et 9-7
95 MEMORY TYPE RANGE REGISTERS (MTRRS) . . ettt ittt et e e e e e e e a e 9-8
9.6 INITIALIZING SSE/SSE2/SSEI/SSSES EXTENSIONS . . .ottt ettt e 9-8
9.7 SOFTWARE INITIALIZATION FOR REAL-ADDRESS MODE OPERATION ...ttt e e e ieaee 9-8
9.7.1 REAI-AATESS MOE DT ...ttt ettt et et et et et e e e e e 9-8
9.7.2 NMEINTErTUPT HANAING . . . oo e e et e e et e e e e 9-9
9.8 SOFTWARE INITIALIZATION FOR PROTECTED-MODE OPERATION. . ..ttt ettt e 9-9
9.8.1 Protected-Mode SyStem Data STrUCTUNES ...ttt e ettt e e e eas 9-9
9.8.2 Initializing Protected-Mode Exceptions and INTErmUPTS . .....oveirir it 9-10
983 INIEIliZING Paging . . ..o i e e 9-10
9.84 INItialiZING MURIEASKING . . ..ot e e e e e e 9-10
9.8.5 INtIAlIZING JA-328 MOQE . . ottt ittt e e e e e e e e 9-11
9.8.5.1 I1A-32e Mode SyStem Data StrUCTUNES. . ..ottt i i e e it et 9-11
9.85.2 I1A-32e Mode INterrupts and EXCEPTIONS . . ..o\ttt et ettt ettt 9-12
9853 64-bit Mode and Compatibility Mode Operation. . .........co.viriinii e 9-12
9854 Switching Out of IA-328 Mode OPeration . .....c.iuiri ittt it ettt ettt 9-12
99 [0 Y 8 9-13
9.9.1 SWItching t0 Protected MOGe. . .. ..o e e e e 9-13
9.9.2 Switching Back 10 REal-AdAress MOGe .. ..ot i i e e e e s 9-14
9.10 INITIALIZATION AND MODE SWITCHING EXAMPLE . . ..ttt e e es 9-14

viii Vol. 3A



CONTENTS

PAGE
9.10.1 ASS MBI USB0 . . ottt ittt et e e e e 9-16
9.10.2 STARTUP. ASM LiSTiNg v vttt ettt ettt ettt ettt et e e e et e e e et e e e e 9-16
9.10.3 MAIN ASM SOUMCE COQB . oottt e e e et e e e e ettt e e ettt e 9-25
9.104 SUPPOIEING FilBS . .ottt et e e e e e 9-25
9.11 MICROCODE UPDATE FACILITIES. . ittt ettt ettt et e e e e e e e e e e e e e eaas 9-27
9.11.1 o oo T [N I Ta = ) (P 9-28
9.11.2 Optional Extended SIgnature Table . .. ..ottt e e e e 9-31
9.11.3 PrOCESSOr IAEN T ICatiON. .. vttt e e e 9-32
9.11.4 PlatfOrm e i iCatiON . .. .ottt e 9-32
9.11.5 Microcode Update ChECKSUM . . ..ttt ittt ettt et e et e e e e ettt r et aean 9-33
9.11.6 MICroCode UPdate LOader . .. vttt ettt et et e e e e e 9-34
9.11.6.1 Hard Resets in Update Loading. . .. .. ov ittt i e it e e it e 9-35
9.116.2 Update in @ MU PIOCESS 0T Sy S M . . o\ttt sttt ettt ettt e e ettt e et aneaes 9-35
9.11.6.3 Update in a System Supporting Intel Hyper-Threading Technology ..o i 9-35
9.11.64 Update in a System Supporting Dual-Core TeChNOlogY . .. ..o.v ittt 9-35
9.11.6.5 Update Loader ENNanCemEntS ... ...v ittt ettt e e e 9-35
9.11.7 Update Signature and VerifiCation. . .. ..ov it e e 9-36
9.11.71 Determining the SIgNaTUME . ... i i i e et e e e 9-36
9.11.7.2 Authenticating the Update. . .. ..ot e e e e 9-37
9.11.8 Optional Processor Microcode Update SPecifications. . .. ..vv vttt 9-37
9.11.8.1 Responsibilities 0f the BIOS . ... ..o e e 9-38
9.11.8.2 Responsibilities of the Calling Program . ........oiii i i e it 9-39
9.11.83 MIcrocode UPdate FUNCHIONS .« ... v ettt et e et e e e e 9-42
9.11.84 INT T5H-DaSEA INTEI @08, L vttt et e e e e e e e e e 9-42
9.11.85 FUNCTION OOH—PIESENCE TS T, . . vttt sttt ettt ettt e e e et e i r e e eanes 9-42
9.11.86 Function OTH—Write Microcode Update Data ... o.vviuiirir e 943
9.11.8.7 Function 02H—Microcode Update Control. . .....ouviiini i i i e e et et 9-46
9.11.88 Function 03H—Read Microcode Update Data. . ......ovuriiii it 9-47
9.11.89 RETUMN COS ..ttt ettt e e ettt e e e e 9-48
CHAPTER 10
ADVANCED PROGRAMMABLE
INTERRUPT CONTROLLER (APIC)
10.1 LOCAL AND 1/0 APIC OVERVIEW . . vttt ettt e et e e e e e e et e et e e et e e 10-1
10.2 SYSTEM BUS VS, APIC BUS . .ottt ettt ettt e e e e et e 10-4
103 THE INTEL™ 82489DX EXTERNAL APIC, THE APIC, THE XAPIC, AND THE X2APIC. .. ..o 10-4
104 O G AL APIC ottt et e e e e e e e e e e e e 10-4
10.4.1 The Local APIC BlOCK Diagram . .ottt t e ettt et e e ettt e e e e ettt e e et 10-4
104.2 Presence of the LOCal APIC. . ... . e e e e e e 10-7
104.3 Enabling or Disabling the Local APIC .. .. . i i e it e i e it e 10-8
104.4 LOCal APIC STatus @nd LOCaTION. ...t v ettt et e ettt et et e e e e et e e e 10-8
10.4.5 Relocating the LoCal APIC REGISTEIS ... v\ttt ettt ettt e e e e 10-9
104.6 [ or= 2 10-9
104.7 (ot [ O 7= | (= P 10-10
104.7.1 Local APIC State After POwer-Up OF RESET. ...ttt e 10-10
104.7.2 Local APIC State After It Has Been Software Disabled. ........ovuviii e 10-10
104.7.3 Local APIC State After an INIT Reset (“Wait-for-SIPI” State) . .....ovvvv i 10-10
104.7.4 Local APIC State After It Receives an INIT-Deassert Pl .. ..o e 10-11
1048 (0Tt | I o (O V=T o =T 3 (= 10-11
105 HANDLING LOCAL INTERRUP TS ..ttt ettt sttt et ettt e e et e n et 10-11
10.5.1 [ Tor= ] Y=ot {o 1= o = 10-12
10.5.2 RV 1 Ta N (= a0 V= Ton (o] = 10-14
10.5.3 BrTOr Handling. . . oo e e e e e 10-14
10.5.4 (O I 1= 10-16
10.5.4.1 TS C-DEAANNE MO . v vttt ettt et et e e e e e e 10-17
10.5.5 LI Yot N =T o 00 2ol =T o) = o 10-18
10.6 ISSUING INTERPROCESSOR INTERRUPTS ..ottt ettt et e e et e et et eenes 10-18
10.6.1 Interrupt Command Register (ICR) ... ... vu i e e 10-18
10.6.2 Determining Pl DeStination . ...\ttt et et e e e 10-22
10.6.2.1 PhySICal DEStiNATioN MOGE . ..ottt e 10-22
106.2.2 Logical Destination MOGE . ... ..ottt et e e 10-23
10.6.2.3 Broadcast/Self Delivery MOQe. ... ..ot e e e 10-24
10624 LOWEST Priority Delivery MOGe .. ..ottt e e 10-24

Vol. 3A iX



CONTENTS

10.6.3 T I T YA [ Ta Yo=Y o ) = [ Lol = 10-25
10.7 SYSTEM AND APIC BUS ARBITRATION ..ttt ettt et ettt e e et e e e et e 10-25
10.8 HANDLING INTERRUP TS Lottt ittt e ettt et e e e et e e et e e e e e s 10-26
10.8.1 Interrupt Handling with the Pentium 4 and Intel Xeon ProCeSSOrS .. ..o vtit ittt eeaens 10-26
10.8.2 Interrupt Handling with the P6 Family and Pentium ProCeSSOrS .. ...vviuitvt it eeaens 10-27
1083 Interrupt, Task, and ProCeSSOr Priority . ...t i i e it i e 10-28
10.8.3.1 Task @Nd PrOCESSOm PriOMiTiES. . .o vttt ettt ettt e et e e e e 10-28
1084 Interrupt Acceptance for FiXed INTerTUPTS. . . ..o vt e 10-29
1085 Signaling Interrupt Servicing ComPIetion . ... u et i e e 10-30
10.8.6 Task Priority N TA-328 MOGE . . ..ottt e e e et et e 10-31
10.8.6.1 Interaction of Task Priorities between CRB and APIC ... ... oot 10-31
109 SPURIOUS INTERRUP T . .ttt ettt et ettt e et et e e et et e e et e e et e e e 10-32
10.10  APIC BUS MESSAGE PASSING MECHANISM AND
PROTOCOL (P6 FAMILY, PENTIUM PROCESSORS) . . oottt ettt e et e s 10-32
10.10.1 BUS MBS S0 FOMmMIaTS. . ottt t ittt e et e e e e e e e 10-33
1017 MESSAGE SIGNALLED INTERRUPTS . .ttt ettt ettt et et et et et et et e et et e eens 10-34
10.11.1 Message Address REGiSTEr FOMmMat. . ...ttt ettt e e e 10-34
10.11.2 Message Data RegiSter FOMmMat . . ... ottt i it ettt e e e 10-35
1012 EXTENDED XAPIC (X2APIC). v e vttt ettt ettt ettt e e e et e et et et et e et et e e 10-36
10.12.1 Detecting and ENabling X2APIC MOQe . .. ..o vttt e e 10-36
10.12.11 INSTrUCtiONS 10 ACCESS APIC REGIS OIS, . o\ttt ittt ittt et e ettt ne e 10-37
10.12.1.2 X2APIC REGISTEr AQUIESS SPACE . .ottt ettt ettt ettt ettt et e e e et e et e 10-37
10.12.1.3 RESErVEd Bit CNECKING . v .ottt e e e e e e e e e 10-39
10.12.2 X2APIC Register AVailability . ..o e e 10-40
10.12.3 MSR ACCESS IM X2APIC OB, v ettt vttt et et e e e e e e et e et e 10-40
10124 VM-Exit Controls for MSRS and X2APIC REGISTEIS . . .\ttt ettt ettt eees 10-40
10.12.5 D Y o (O = 1 (= I = 1 0 0 10-41
10.12.5.1 D L (O | =13 10-41
D (O i (T = = 10-42
XZ2APIC Transitions From X2APIC MO ... v vttt et e e e e 10-42
X2APIC Transitions From Disabled MOde . . ... e e e 10-43
State Changes From XAPIC Mode 10 X2APIC MO . ... oottt e e e i 10-43
10.12.6 Routing of Device INterrupts in X2APIC MOGe. . ... oottt e et 10-43
10.12.7 INitialization Dy SYSTEM SO IWaAIE. .. .ttt e e 10-43
10.128 CPUID Extensions And Topology ENUMEratioN . ... .ttt et et e e et i ettt enes 10-43
10.12.8.1 Consistency 0f APICIDS @nd CPUID . ... ..ttt ettt ettt e ettt eas 10-44
10.12.9 ICR Operation iN X2APIC MOGE. .. ittt e e e e e et e e e e 10-44
10.12.10  Determining IPl Destination in X2APIC MOGe. . . ... vttt it e e e e e 10-45
10.12.10.1 Logical Destination Mode in X2APIC MO . .. ... v ittt et et e 10-45
10.12.10.2 Deriving Logical x2APIC ID from the Local X2APIC ID. . ... v i 10-46
O T I o I 1 =T 1 =Y 10-47
1013 APIC BUS MESSAGE FORM AT S . L ittt ettt et et e et et e e et et et et e e et e eens 10-47
10.13.1 3 U LT Tu S o] 1 PP 10-47
10.13.2 o0 I TS 7 T = 10-47
10.13.2.1 1) 0 i A =T Y- T 10-48
10.13.2.2 NON-focUSEd LOWEST Priority MESSa0e . . .ottt ettt st e e 10-49
10.13.23 A o O = T Y = L (S ol L= 10-50
CHAPTER 11
MEMORY CACHE CONTROL
11.1 INTERNAL CACHES, TUBS, AND BUFFERS. . . . ettt et ettt et ettt e s 11-1
11.2 CACHING TERMINOLOGY ..ttt ettt et ettt e e e e e et e e et et e e e et e 11-5
11.3 METHODS OF CACHING AV AILABLE . . ..ttt e ettt e e 11-6
11.3.1 Buffering of Write Combining Memory LOCations ... ...ttt e 11-7
11.3.2 ChoOSING @ MmO Y Ty P vttt ettt et et e e e et e et et et et et 11-8
1133 Code Fetches in UNCacheable MemOry . ..o i e e e e e ettt i eans 11-9
11.4 CACHE CONTROL PROTOCOL .« v vttt et et e e e et et e e e et e e e e et e e e e e et e e e e n e e es 11-9
115 CACHE CONT RO vttt ettt e et et e e e ettt e e e e e e e e e e e et e et et e e 11-10
11.5.1 Cache Control Registers and Bils .. ... .ttt i i e e e e e e 11-10
115.2 Precedence Of CaChe COMtrOlS . ... v vttt ettt et et ettt et e et et e et e e 11-13
11.5.2.1 Selecting Memory Types for Pentium Pro and Pentium Il Processors ... 11-14
11.5.2.2 Selecting Memory Types for Pentium Il and More Recent Processor Families .............ccoovviiiiiiinnnn... 11-15
11523 Writing Values Across Pages with Different Memory TYPeS . ... vttt e s 11-16

X Vol. 3A



CONTENTS

PAGE

1153 Preventing Caching. .. ....oo i e e 11-16
1154 Disabling and Enabling the L3 Cache . . ..o e e 11-17
1155 Cache Management IS UG ONS. . .. ottt et e e ettt et e et e 1117
1156 LT Data Cache ConteXt MOGE. . ... vttt ittt ettt ettt et e et et e et et et 11-18
11.5.6.1 APtV MO . . vttt et e e 11-18
11.56.2 ST MO . .. ettt et e e e 11-18
116 SELF-MODIFYING CODE ..ottt ettt ettt et et et e e e et e e e et e e et e e e et e e 11-18
11.7 IMPLICIT CACHING (PENTIUM 4, INTEL XEON,

AND PBE FAMILY PROCESSORS ) vttt vttt e ettt e e e et et e e e e e e e e e e e 11-19
11.8 o IO 7Y 11-19
11.9 INVALIDATING THE TRANSLATION LOOKASIDE BUFFERS (TLBS) . ..\ v vttt ettt iaeaenes 11-19
1110  STORE BUFFER. .. vttt ettt e et e e e et e e et et e e e et e e e 11-20
11117 MEMORY TYPE RANGE REGISTERS (MTRRS ). ..ttt ettt ettt ettt 11-20
11.111 MTRR Feature IdentifiCation ... .....ue e e e e e 11-21
11.11.2 Setting Memory Ranges With MT RRS ... . i i i e e e et i e e e 11-22
11.11.21 IA32 _MTRR _DEF _TYPE MR . ..\ttt ettt et e e et e e e e e 11-22
11.11.2.2 FIXEA RANGE M RRS . ..ottt ettt e e e e e e e e 11-23
11.11.23 Variable RANGE M R RS, . ittt i i e et e e e e e 11-23
11.11.24 System-Management Range Register INterface .........oovuiii i e e 11-25
11.11.3 Example Base and Mask CalCUlations . .....ouiriuiiit i e 11-26
11.11.31 Base and Mask Calculations for Greater-Than 36-bit Physical Address Support. ...........ccvvvviiiiiiienn.t. 11-27
11.114 Range Size and Alignment REQUITEMENT ... ..ttt e e e 11-28
11.11.4.1 I ==Y 1= ol = 11-28
11115 MTRR MITIal ZatiON. . vttt e e e e e e e e 11-29
11116 REMAPPING MEMOTY Ty DS . . ittt sttt ettt ettt ettt e e e ettt et e e e et ettt e e e 11-29
11.11.7 MTRR Maintenance Programming INterface .. ... vt e e e 11-29
11.11.71 i T=T 0 0T IRV 0= 1= 1 ot o 11-29
11.11.7.2 MEMTYPESET() FUNCTION & .ttt ettt et et e e et e et et e e 11-31
11.11.8 MTRR Considerations i MP Sy S emMIS . ... ittt e e e i 11-32
11.119 Large Page Size ConSIderationS ... ..ttt ittt e i e e 11-33
1112 PAGE ATTRIBUTE TABLE (P AT . ittt ettt ettt ettt et e et et et e et e e e e es 11-33
11.12.1 Detecting SUPPOrt Tor the PAT FEaTUME. ...ttt ettt e e e e eas 11-34
11.12.2 L o Y P 11-34
11.12.3 Selecting a Memory Type from the PAT .. . i e et 11-35
11.124 Programming the PAT .ot e i e e e 11-35
11.125 PAT Compatibility With Earlier IA-32 ProCESSOrS. . . v vttt ittt e it e ittt e eenes 11-36
CHAPTER 12 _,
INTEL™ MMX TECHNOLOGY SYSTEM PROGRAMMING
12.1 EMULATION OF THE MMX INSTRUCTION SET. ...ttt ettt et e et e e 12-1
12.2 THE MMX STATE AND MMX REGISTER ALIASING . ..ottt et e e e e 12-1
12.2.1 Effect of MMX, x87 FPU, FXSAVE, and FXRSTOR

Instructions on the X87 FPU Tag Word . .....ouiii e e e e 12-3

123 SAVING AND RESTORING THE MMX STATE AND REGISTERS . ..\ttt it 12-3
124 SAVING MMX STATE ON TASK OR CONTEXT SWITCHES ...ttt et 12-4
125 EXCEPTIONS THAT CAN OCCUR WHEN EXECUTING MMX INSTRUCTIONS ...t 12-4
12.5.1 Effect of MMX Instructions on Pending x87 Floating-Point EXCEPLIONS. . .......cvvv i 12-5
12.6 DEBUGGING MMX CODE . . vttt st ettt ettt e e e e e e e e e e e et e et et e e et e eaes 12-5
CHAPTER 13
SYSTEM PROGRAMMING FOR INSTRUCTION SET EXTENSIONS AND PROCESSOR EXTENDED
STATES
13.1 PROVIDING OPERATING SYSTEM SUPPORT FOR SSE EXTENSIONS . ...\ttt 13-1
13.1.1 Adding Support to an Operating System for SSE EXTENSIONS .. .. .vuvt vt e 13-2
13.1.2 L = Tal S Ta I o O o W IR0 07 T 13-2
13.1.3 INitialization Of the SSE EXTENSIONS . . v\ttt sttt ettt et e et e et et 13-2
13.1.4 Providing Non-Numeric Exception Handlers for Exceptions Generated by the SSE Instructions..................... 13-4
13.1.5 Providing a Handler for the SIMD Floating-Point EXception (EXM) . ...ovir i it 13-5
13.1.5.1 Numeric Error flag and IGNNEH . . ... ..o i e e 13-6
13.2 EMULATION OF SSE EXTENSIONS ..ottt e e e 13-6
133 SAVING AND RESTORING SSE ST AT E 1ottt ittt ettt e e e e et aas 13-6
134 DESIGNING OS FACILITIES FOR SAVING X87 FPU, SSE AND EXTENDED STATES ON TASK OR CONTEXT SWITCHES..... 13-6



CONTENTS

13.4.1 Using the TS Flag to Control the Saving of the x87 FPUand SSEState ..........coviii i 13-7
135 THE XSAVE FEATURE SET AND PROCESSOR EXTENDED STATE MANAGEMENT ... .viriii i 13-7
13.5.1 Checking the Support for XSAVE FEature SBT ... .ottt ettt ettt aenans 13-8
13.5.2 Determining the XSAVE Managed Feature States And The Required BufferSize ..................coiiiiiinnt, 13-8
1353 Enable the Use Of XSAVE Feature Set And XSAVE State COMPONENtS. . .....vvuveieii i 13-9
1354 Provide an Initialization for the XSAVE State CompPONEntS .. .....vririri et eieas 13-9
13.5.5 Providing the Required EXception HaNdIErs . ... ..ottt e i 13-9
136 INTEROPERABILITY OF THE XSAVE FEATURE SET AND FXSAVE/FXRSTOR ..\ itiii i i 13-9
13.7 THE XSAVE FEATURE SET AND PROCESSOR SUPERVISOR STATE MANAGEMENT ....vviviiiii i 13-10
138 SYSTEM PROGRAMMING FOR XSAVE MANAGED FEATURES .. ...ttt 13-10
13.8.1 Intel® Advanced Vector EXTEnSIONS (INTEI° AV X) ... irirt e e e 13-11
13.8.2 Intel® Advanced Vector Extensions 512 (Intel® AVX-5T12) ... e 13-11
CHAPTER 14
POWER AND THERMAL MANAGEMENT
14.1 ENHANCED INTEL SPEEDSTEP® TECHNOLOGY. ...+ oo e 14-1
14.1.1 Software Interface For Initiating Performance State TranSitions . .........ovui i e 14-1
14.2 P-STATE HARDWARE COORDINATION. . o vttt ettt ettt e e et e e e et e e e e e et e e r e 14-1
143 SYSTEM SOFTWARE CONSIDERATIONS AND OPPORTUNISTIC PROCESSOR PERFORMANCE OPERATION.............. 14-3
14.3.1 INtel DYNAMIC ACCRIBIATION . . ..ttt ettt e et et e et et e 14-3
14.3.2 System Software Interfaces for Opportunistic Processor Performance Operation............cccoviiiiiiiinennnn.. 14-3
14.3.2.1 Discover Hardware Support and Enabling of Opportunistic Processor Operation............ccoovvviiiininnnnen. 14-3
14.3.2.2 0S Control of Opportunistic Processor Performance Operation...........vvvriiriii i iiiiieiennns 14-4
143.23 Required Changes to OS Power Management P-state PoliCy. ..o i 14-4
1433 Intel TUrbo BoOSt TECRNOIOGY ...\ v vttt s e s 14-5
1434 Performance and Energy Bias HINt SUPPOTT. . . ... u ittt e 14-5
144 HARDWARE-CONTROLLED PERFORMANCE STATES (HWP) . ...ttt et e 14-5
14.4.1 HWP Programming INTer aces ...ttt e e e e e e 14-6
144.2 ENaD NG H P o e e 14-7
1443 HWP Performance Range and Dynamic Capabilities . .......coviiii et 14-7
14.4.4 Managing H P Lo e e e 14-8
1445 HWP FEEADACK . vttt e e e e e e 14-9
14.45.1 Non-Architectural HWP FEEADACK. . . .. ...ttt e et eneaes 14-11
1446 L L1 o1 or= 1o 14-11
14.4.7 Recommendations for OS use of HWP CoNtrolS. .. ....ouvee i et iaas 14-12
145 HARDWARE DUTY CYCLING (HDC) .t e vttt ettt et et e e e e et e e st et e e e e e e e et e e n e e 14-13
14.5.1 Hardware Duty Cycling Programming INterfaces. ... ..vvvei i e iaas 14-13
145.2 Package level ENabling HDC . .. ...t e 14-14
1453 Logical-Processor Level HDC Control. . .. v ettt it ettt ettt e e e et ettt 14-14
1454 [ {90 B =T [=T o oy O 10 (] PP 14-15
14.5.4.1 A THRE A D ST AL Lttt ettt et e e e e e e e e e 14-15
1454.2 Non-Architectural HDC ReSidenCy COUMTEIS ...ttt it e e ittt it ne e 14-16
1455 MPERF and APERF Counters UNdEr HDC .. ... .ouiett ettt ettt et ettt ees 14-18
146 MWAIT EXTENSIONS FOR ADVANCED POWER MANAGEMENT ...ttt e e 14-18
14.7 THERMAL MONITORING AND PROTECTION . . vttt ottt ettt et et et e e e et e e e et e e e 14-19
14.7.1 Catastrophic SNUTAOWN DB O T O . ..ottt ettt s e e e e e e e e 14-20
14.7.2 I T= 0 T2 1 (o 14-20
14.7.2.1 I 1= = 0 (o 14-20
14.7.2.2 L= L T T o 14-20
14.7.23 Two Methods for ENabling TM2 . ... 14-20
14724 Performance State Transitions and Thermal Monitoring ...........cooiiiiiii i i e ieee s 14-21
14.7.25 Thermal Status INfOrmMEtion . .. ... e e e 14-21
14.7.2.6 Adaptive Thermal MONItOr. . . ...ttt e e e et e et 14-22
14.7.3 Software Controlled Clock MOUIBTION. . .. .o v ettt e e e e e 14-23
14.7.3.1 Extension of Software Controlled Clock Modulation. . ..........vuiiii i e 14-24
14.7.4 Detection of Thermal Monitor and Software Controlled

Clock ModUIRtIoN FaCilitiEs. . . ..o v ettt e e et e e e et e e 14-24
14.7.4.1 Detection of Software Controlled Clock Modulation EXTENSION. ... .o v vvuv vt v 14-24
14.7.5 On Die Digital ThermMal SENSOTS . . ...ttt ettt et et et e ettt e s 14-24
14.7.5.1 Digital Thermal SENSOr ENUMEIa O . ...ttt ettt et et e ittt ne e 14-25
14.75.2 Reading the Digital SEMS O . ..ttt ettt et e et e e e 14-25
14.7.6 Power Limit NOtfiCation . ... ov e e e e e 14-28
14.8 PACKAGE LEVEL THERMAL MANAGEMENT . ..ottt ittt e e ettt 14-28
14.8.1 Support for Passive and ACTIVE COOIING. . . ... v ittt ettt e e 14-30

Xii Vol. 3A



CONTENTS

PAGE

14.9 PLATFORM SPECIFIC POWER MANAGEMENT SUPPORT ...ttt ittt ettt et ettt 14-31
14.9.1 R I 0 (= = Tol = 14-31
14.9.2 RAPL Domains and Platform SpeCifiCity . .. .. .oovo i e 14-32
14.9.3 Package RAPL DOmMIain . . oottt ettt ettt ettt ettt e e e e e e e e e 14-33
1494 PPO/PPT RAPL DOMAINS . vt vttt ettt sttt et e e e et et e et e e e e e et et e et e et et e et a e e 14-35
1495 DRAM RAPL DOMI@IN v vttt ettt ettt e et et e e e et et e e et et et n e et e et et e 14-37
CHAPTER 15
MACHINE-CHECK ARCHITECTURE
15.1 MACHINE-CHECK ARCHITECTURE . . . .o\ttt ettt e e e e e e e e e e e et e e ee s 15-1
15.2 COMPATIBILITY WITH PENTIUM PROCESSOR . . . ot ettt sttt et et e e e et e e e e e e 15-1
153 MACHINE-CHECK MRS ..ttt ettt et e e e e e e e e e e et e e e e e 15-2
15.3.1 Machine-Check GIoDal CONTIOI MSRS ... ..ottt et 15-2
15.3.1.1 A3 MG AP MO R, ittt ettt e e e 15-2
15.3.1.2 A3 MO ST ATUS MO R, L.ttt ettt e e e e e e e 15-4
153.1.3 JAB2 MO LT MR .ttt e e e e e e e e e e e s 15-4
153.1.4 A3 MG EXT T MO R ittt ittt e e e e e e 15-5
153.1.5 Enabling Local Maching CReCK ... .. u i i e e e et e e 15-5
15.3.2 Error-Reporting ReGISTEr BamnKs . ... o.u ittt et e e 15-5
15.3.2.1 N [ O O Y 15-5
15.3.2.2 A3 MU ST ATUS MRS L.ttt e e e e 15-6
15.3.23 IAB 2 _MUi_ADDR MRS, . ittt ettt et e e e e e e e e 15-9
153.24 2 [T S O Y 15-9
15.3.25 L (T O 0 Y 15-10
15.3.2.6 IA32_MCG Extended Machine Check State MSRS . ... ..ttt i 15-11
1533 Mapping of the Pentium Processor Machine-Check Errors

10 the Machine-Check ArCiTECIUNE . ... e e e e e e e e e et et eeees 15-12
154 ENHANCED CACHE ERROR REPORTING ...ttt ettt ettt et e e et e e e e et e e e et e e aenes 15-13
155 CORRECTED MACHINE CHECK ERROR INTERRUPT ...ttt ittt et e e e 15-13
15.5.1 [0 O o T Y o O T =T =T 15-13
15.5.2 System Software Recommendation for Managing CMCI and Machine Check Resources ...........cccvviviveiininnn 15-14
15.5.2.1 (01 O 31T 4= 1 o P 15-14
15.5.2.2 [0 Lo B I o= o) (o e = T = =T 3= 15-15
15.5.2.3 [0 [ I =T 01 o =T = 15-15
15.6 RECOVERY OF UNCORRECTED RECOVERABLE (UCR) ERRORS ...\ttt ittt et e et 15-15
15.6.1 Detection of Software Error RECOVETY SUPPOIT . ...ttt ettt e i eeaens 15-16
15.6.2 UCR Error Reporting and LOgging. . . ..o v vttt ettt ettt et et ettt e e et e e e 15-16
15.6.3 UCR EMTOr ClassifiCation . .o v vttt ettt e e e e e e e e e e e e e 15-16
15.6.4 UCR EMrOr OVemWIITE RUIBS . . . ettt e e e e e e e e et enens 15-17
15.7 MACHINE-CHECK AV AILABILITY ottt e ettt e e e et a e e a e et 15-18
15.8 MACHINE-CHECK INITIALZATION L o ettt et et e ey 15-18
15.9 INTERPRETING THE MCA ERROR CODES ...ttt ettt ettt ettt e e ettt e 15-20
15.9.1 Y[ (=T = o O [P 15-20
15.9.2 (000007001 Lo = o e Ta = 15-20
15.9.2.1 Correction Report FIltering (F) Bit .. ..o e e 15-21
15.9.2.2 Transaction Type (TT) SUD-FIeld. . ... v vt e e e 15-21
15.9.2.3 LeVel (LL) SUD-FIEld. . ..ottt e e e 15-21
159.2.4 Request (RRRR) SUD-FIEIA. . .. ..ottt e e e e e e e e e 15-22
15.9.25 Uy [ Ta N T p Y =T ofo] T 1= ot A o 15-22
15.9.2.6 MemMOrY CONTrOIEr ETTOTS . ..ottt ettt e e e e e e e e e e ee s 15-23
1593 Architecturally Defined UCR BITOrS .. ... ov ittt ettt ettt e e et ettt et et ettt aaenanas 15-23
15.9.3.1 Architecturally Defined SRAD ErTOrS. ..\ v vttt ettt ettt et e e e 15-23
15.93.2 Architecturally Defined SRAR EITOrS. . ..o . ittt et 15-24
1594 T L= i 7N T 15-26
15.9.5 Machine-Check Error Codes INTerprEtation .. ... vttt e e e e e ea 15-26
15.10  GUIDELINES FOR WRITING MACHINE-CHECK SOFTWARE ...\ttt et 15-26
15.10.1 Machine-Check EXCEPtioN Handler . . .. . i i e e e e ettt 15-27
15.10.2 Pentium Processor Machine-Check Exception Handling . ...........cooiiiiiii i e 15-28
15.10.3 Logging Correctable Machine-Chetk EMTOrS. . . ... vttt e e ne s 15-28
15.104 Machine-Check Software Handler Guidelines for Error RECOVEIY . .....viii i e 15-30
15.104.1 Machine-Check Exception Handler for ErrOr RECOVETY ... ..vvuii ittt ieieees 15-30
15.104.2 Corrected Machine-Check Handler for Error RECOVETY . ... .vveiei i 15-34

Vol. 3A Xiii



CONTENTS

PAGE
CHAPTER 16
INTERPRETING MACHINE-CHECK
ERROR CODES
16.1 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY 06H MACHINE ERROR CODES FOR MACHINE CHECK ... 16-1
16.2 INCREMENTAL DECODING INFORMATION: INTEL CORE 2 PROCESSOR FAMILY MACHINE ERROR CODES FOR MACHINE CHECK
16-3
16.2.1 Model-Specific Machine Check Error Codes for Intel Xeon Processor 7400 Series. . ......covvvriveiiiiiiiininnnnnn. 16-5
16.2.1.1 Processor Machine Check Status Register
Incremental MCA Error Code Definition. .. ... vttt e e 16-6
16.2.2 Intel Xeon Processor 7400 Model Specific Error Code Field. ..........oovii i 16-6
16.2.2.1 Processor Model Specific Error Code Field
Type B: BUS and INterCOMNECT ErTOr . ..ottt ettt et e et e e e 16-6
16.2.2.2 Processor Model Specific Error Code Field
Type C: Cache BUS CoNtrOlIer BrTOr. . .ottt t et ettt e et e e ettt e ettt e et et aeaeas 16-7
16.3 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_T1AH, MACHINE ERROR CODES FOR MACHINE CHECK . ..ottt ettt e 16-7
16.3.1 INtel QPIMaching ChECK EITOrS ...ttt ettt ettt e e e et e e e e ettt r e aeaenes 16-8
16.3.2 INternal Maching ChECK ErTOrS . . ... vttt e et e e e e et 16-8
16.3.3 L= o) YA e a1 ] 1= = o Y 16-9
164 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_2DH, MACHINE ERROR CODES FOR MACHINE CHECK . .. .\ttt ettt e eens 16-10
16.4.1 INternal Maching ChECK ErTOrS . . vttt e e e e e e e e e e e 16-10
16.4.2 INtel QPIMaching CheCK EITOmS ...ttt ettt et et e et et e ettt e a e 16-11
16.4.3 Integrated Memory Controller Maching Check ErTOrsS. ... vv vttt e e 16-11
16.5 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_3EH, MACHINE ERROR CODES FOR MACHINE CHECK . ...ttt ettt eas 16-13
16.5.1 INternal Maching ChECK ErTOrS . .. .ttt e e e e e e e e et e e ee e 16-13
16.5.2 Integrated Memory Controller Machine Check ErTors. ......vvve e 16-14
16.6 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_3FH, MACHINE ERROR CODES FOR MACHINE CHECK . .. ..\ttt ettt eens 16-15
16.6.1 INternal Maching ChECK EITOrS . vttt e e e e e e e e e e e e 16-16
16.6.2 INtel QPIMaching CheCK EITOrS ...ttt ettt et e e e et e ettt e e enens 16-17
16.6.3 Integrated Memory Controller Maching Check ErTOrsS. ... vv ottt e e eas 16-17
16.7 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_56H, MACHINE ERROR CODES FOR MACHINE CHECK . ...ttt et eieas 16-19
16.7.1 INternal Maching CheCK ErTOrS . ...ttt et e e e e e e e et e ee e 16-19
16.7.2 Integrated Memory Controller Machine Check ErTors. ......v.vu i e e 16-20
16.8 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_4FH, MACHINE ERROR CODES FOR MACHINE CHECK ... ..\ttt eens 16-21
16.8.1 Integrated Memory Controller Machine Check ErTOrsS. .. ....v.ve i e 16-21
16.8.2 Home Agent Maching CReCK ErTOrS ..ottt ittt et e e e et et ettt enes 16-22
16.9 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_55H, MACHINE ERROR CODES FOR MACHINE CHECK . ...ttt ettt e 16-22
16.9.1 INternal Maching ChECK ErTOrS . ..ottt e e e e e e e e et ens 16-22
16.9.2 Interconnect Maching CheCK ErTOrS ... ..ttt e et ee s 16-24
16.9.3 Integrated Memory Controller Maching Check ErOrS. ... .vv vttt e aeas 16-25
16.9.4 [ B = Y= =Tl Qo o P 16-26
16.9.5 Home Agent Maching Check ErTOrS ... v ittt e e e e 16-27
16.10  INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURE
06_5FH, MACHINE ERROR CODES FOR MACHINE CHECK . ...ttt ittt 16-28
16.10.1 Integrated Memory Controller Machine Check ErTOrS. . ... v it e s 16-28
16.11  INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY OFH MACHINE ERROR CODES FOR MACHINE CHECK .. 16-29
16.11.1 Model-Specific Machine Check Error Codes for Intel Xeon Processor MP 7100 Series .......ovviiiiiinnnnanns 16-29
16.11.1.1 Processor Machine Check Status Register
MCA Error Code Defimition. . .. v .ottt e e e e 16-30
16.11.2 Other_INfo Field (Al MCA EITOr TYPES) © vttt ettt ettt et ettt e e e e e e e e e es 16-31
16.11.3 Processor Model Specific Error Code FIeld. .. .. .ou it e e et e 16-32
16.11.3.1 (O g o Y o= R = o 16-32
16.11.3.2 Processor Model Specific Error Code Field Type B: Bus and Interconnect Error ...........cccoviviviiienennnn.. 16-32
16.11.3.3 Processor Model Specific Error Code Field Type C: Cache Bus Controller Error ...........covviiiiiiiiiinennnnn, 16-33

Xiv Vol. 3A



CONTENTS

PAGE

CHAPTER 17
DEBUG, BRANCH PROFILE, TSC, AND RESOURCE MONITORING FEATURES
17.1 OVERVIEW OF DEBUG SUPPORT FACILITIES. ottt it e e e e e e 17-1
17.2 DEBUG REGISTERS. ..ottt ittt ettt e e e e e et e e e et e e et et e e 17-2
17.2.1 Debug Address Registers (DRO-DR3) ... ...ttt e 17-3
17.2.2 Debug Registers DR and DR .. ... . i i i e e 17-3
17.23 DEDUG Status REGISTE (DRB). . . vttt ettt ettt et et e et et e et et e e 17-3
17.2.4 DEbUG CoNTrol REGISTEN (DR 7 .\ttt t vttt ettt et e e e e e e e e 17-4
17.25 Breakpoint Field Recogniti@)n ................................................................................... 17-5
17.26 Debug Registers and INtel ™ B4 PrOCESS OIS . ...t v vttt ettt e ettt ettt ettt e enaes 17-6
17.3 DEBUG EXCEPTIONS . . ettt e ettt e et e et e e e e 17-6
17.3.1 Debug Exception (HDB)—Interrupt VeCtor 1. ...t e e s 17-7
17.3.1.1 Instruction-Breakpoint Exception Condition .. ........oviiii i e e e 17-8
17.3.1.2 Data Memory and I/0 Breakpoint Exception CONitionS .. .....ovvvt ittt 17-9
17313 General-Detect EXCeption Condition ... ..ottt i it e e e e 17-9
17314 Single-Step EXCEPtioN CoNAitioN. ... ...ttt e e e e e e 17-9
17.3.15 Task-Switch EXCEPTION CONAitioN . . ... v vttt e 17-10
17.3.2 Breakpoint Exception (HBP)—INterrupt Vector 3 ... e 17-10
1733 Debug Exceptions, Breakpoint Exceptions, and Restricted Transactional Memory (RTM).........covvvvivivnnennn 17-10
174 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING OVERVIEW . ... .o vttt 17-11
17.4.1 JAB 2 _DEBUGCT L MR, L.ttt et e ettt e e et e e e et e e et e e e e 17-11
17.4.2 Monitoring Branches, Exceptions, and INterTUPTS .. ... o.iu et e et 17-12
1743 Single-StepPing ON BranChes . ... o e 17-13
1744 2] L T T I Lol 1= Y T = 17-13
17.4.4.1 Branch Trace Message VisibiliTy . . ......ovii i et e 17-13
17.4.5 BranCh Trate STOME (BT S) v ot ittt et e e e e e e 17-13
1746 CPL-Qualified Branch Trace MeChanism . ...ttt e e e 17-14
17.4.7 Freezing LBR and Performance Counters on PMI . ... ... oo ettt 17-14
1748 L2 Y o 17-15
17.4.8.1 LBR Stack and INTel® B4 PrOCESSOrS. . .ottt ettt e e et e 17-16
17482 LBR StaCK @nd IA-32 PrOCESSOTS. & v vttt ettt et ettt et et et et et e et e e et e e e 17-17
17483 Last Exception Records and Intel 64 ArChiteCtUre . . ... v i e 17-17
17.4.9 BTS @GN0 DS SV AT . . oottt ettt et et e e e e e 17-17
17.49.1 64 Bit FOrMat Of the DS SaVE ATa . . ottt ettt ettt e ettt e 17-20
17.4.9.2 SettiNG UP The DS SaVE AT a. ..ottt sttt ettt et e e e et e e e e e e 17-22
17493 Setting Up the BTS BUI @l .. ..ottt et e e ettt 17-23
17494 Setting Up CPL-QUalified BTS ..ottt e e e e e e 17-24
17.4.9.5 Writing the DS Interrupt SErvice ROUTING .. ..o iu ittt e e 17-24
175 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (INTEL® CORE™ 2 DUO AND INTEL® ATOM™ PROCESSORS). 17-25
17.5.1 L2 Y - ol 17-25
1752 LBR Stack in Intel Atom Processors based on the Silvermont Microarchitecture.............ooviiiiiiiiiiinnnn 17-26
176 LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING FOR PROCESSORS BASED ON GOLDMONT

MICROAR CHITECTURE ..\ttt et e e e ettt e e et et e et et et et et e ees 17-26
17.7 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING FOR PROCESSORS BASED ON INTEL® MICROARCHITECTURE CODE

NAME NEHALEM. . .ottt et e et et e e e et e e e e e e 17-27
17.7.1 L2 Y - o 17-28
17.7.2 Filtering of Last BranCh RECOMAS. . .. . v ittt e e e ens 17-28
17.8 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING FOR PROCESSORS BASED ON INTEL® MICROARCHITECTURE CODE

NAME SANDY BRIDGE. . . . vttt ittt s ettt e e et e e e e e e e e e e e e e 17-29
179 LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING FOR PROCESSORS BASED ON HASWELL

MICRO AR CHITECTURE ...ttt e et et e e e e e e e e et e ey 17-29
17.9.1 I3 Y = Tol g =l T =T33 =T 3 17-30
17.10  LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING FOR PROCESSORS BASED ON SKYLAKE

MICRO AR CHITECTURE .\ttt et e et e et et et et e e e e e e e 17-31
17.10.1 MSR_LBR _INFO X MR . oottt ettt et e e ettt e e et e e 17-31
17.10.2 Streamlined Freeze_LBRS_ON_PMI Operation . ... ..vu ittt e 17-32
17.10.3 LBR Behavior and DD C-State . .ttt e e e e e e 17-32
17.11  LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (PROCESSORS BASED ON INTEL NETBURST® MICROARCHITECTURE)

17-32
17.11.1 MSR _DEBUGCT LA MR ottt ittt sttt e e e et e e e e e 17-33
17.11.2 LBR Stack for Processors Based on Intel NetBurst® Microarchitecture ........oovvvvvi i 17-34
17.11.3 LaSt EXCEPTION RECOMAS . . vttt sttt ettt et et e e e e e e e e e e 17-35

17.12  LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (INTEL® CORE™ SOLO AND INTEL® CORE™ DUO PROCESSORS) 17-35

Vol. 3A Xv



CONTENTS

17.13  LAST BRANCH, INTERRUPT, AND EXCEPTION

RECORDING (PENTIUM M PROCESSORS ) . . vttt vttt ettt ettt e s e e e e e 17-37
17.14  LAST BRANCH, INTERRUPT, AND EXCEPTION

RECORDING (PE FAMILY PROCESSORS). v vt vttt vttt ettt e ettt et e et et e e et et et in e e 17-38
17.14.1 ] 1T O I Y 2 (=T 3 (=T 17-38
17.14.2 Last Branch and Last EXCEPtiON MO RS. . ...t it i i it e e e e e 17-39
17.14.3 Monitoring Branches, Exceptions, and INTerTUDTS ... .. .ttt e e 17-39
1715 TIME-STAMP COUNTER ..\ttt ettt et ettt e et e e e et e e e e 17-40
17.15.1 L7 L0 = 0 1] 17-41
17.15.2 IA32_TSC_AUX Register and RDTSCP SUP PO ...ttt ittt ettt ettt nenanas 17-41
17.15.3 Time-STamP CoUNTEr A US TN . . oottt ettt e e e e et e e 17-42
17154 INVariant TimME-KEEDINg . .ottt i e e et e e e 17-42
17.16  INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) MONITORING FEATURES. . .....oiii i 17-42
17.16.1 Overview of Cache Monitoring Technology and Memory Bandwidth Monitoring .............cccoviviiiiiiiinnns, 17-43
17.16.2 ENabling MonitoriNg: USage FIOW. . . ..o vttt ittt et e e et e e e e 17-43
17.16.3 Enumeration and Detecting Support of Cache Monitoring Technology and Memory Bandwidth Monitoring.......... 17-44
17164 Monitoring Resource Type and Capability ENUMEration ........o.vriuiiini i i 17-44
17.16.5 Feature-SpeCific EMUMEBIATION . ... ettt et ettt et ettt et e e 17-45
17.16.5.1 Cache Monitoring TECANOIOGY . . ..o ittt e e e e e et e s 17-46
17.16.5.2 Memory Bandwidth MoniTOmNG . . ... vttt e e e 17-46
17.16.6 Monitoring Resource RMID ASSOCiation. ... u vttt ittt et e ettt e e et e 17-46
17.16.7 Monitoring Resource Selection and Reporting INfrastructure . .. ... e eeaas 17-47
17.16.8 Monitoring Programming ConSiQerations . ... u vttt ettt et e e e 17-48
17.16.8.1 Monitoring Dynamic ConfigUration . . ... ..ot e et e e 17-49
17.16.8.2 Monitoring Operation With Power Saving FEatUres . .....ovvriit it et ee e 17-49
17.16.8.3 Monitoring Operation with Other Operating Modes . .....ovvtiit it e i 17-49
17.16.84 Monitoring Operation With RAS FEatUMES. . . ...ttt it e e i et ae e 17-49
17.17  INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) ALLOCATION FEATURES. ...t 17-49
17171 Cache Allocation Technology ArChitEC UM, .. ...ttt e e 17-50
17.17.2 Code and Data Prioritization (CDP) TEChNOIOQY . . ..ot vttt e eianas 17-53
17173 €nabling Cache Allocation Technology Usage FIOW. . .. ...c.iirii et iaas 17-54
17.17.31 Enumeration and Detection Support of Cache Allocation Technology ........c..ovvviiii i 17-54
171732 Cache Allocation Technology: Resource Type and Capability Enumeration. ... it 17-55
171733 Cache Allocation Technology: Cache Mask Configuration ...t e 17-57
171734 Class of Service to Cache Mask Association: Common Across Allocation Features. .........cooovvviiiiinnnnn. 17-58
17174 Code and Data Prioritization (CDP): Enumerating and Enabling L3 CDP Technology. ..ot 17-58
17.17.4.1 Mapping Between L3 CDP Masks @nd CAT Masks . .. .vuvvirtitirt ittt ettt e e e 17-59
17.17.4.2 L3 CAT: DISabliNg CDP. . . ettt ettt et e et et e et e et e e e e 17-59
17175 Cache Allocation Technology Programming CoNSIderationS. ... .ovvt ittt ettt eaes 17-59
17.17.5.1 Cache Allocation Technology Dynamic Configuration. . .........c.ouiiiiiii i e e 17-59
17.17.5.2 Cache Allocation Technology Operation With Power Saving FEatures. ..o, 17-60
171753 Cache Allocation Technology Operation with Other OperatingModes...........ccv it 17-60
171754 Associating Threads with CAT/CDP Classes 0f SErVICE . ... .v it e s 17-61
CHAPTER 18
PERFORMANCE MONITORING
18.1 PERFORMANCE MONITORING OVERVIEW. . vt e vttt ettt et e e e e e e e e e 18-1
18.2 ARCHITECTURAL PERFORMANCE MONITORING. .. ottt e ettt e et e e e et e en s 18-2
18.2.1 Architectural Performance Monitoring Version T ... ...ttt e 18-2
18.2.1.1 Architectural Performance Monitoring Version 1 Facilities .........c..ooveii i 18-3
18.2.1.2 Pre-defined Architectural Performance EVENTS . ... vttt e 18-4
18.2.2 Architectural Performance Monitoring VErsion 2 .. ... ..vuitititit e 18-6
1823 Architectural Performance Monitoring Version 3 .. ... ..o e 18-9
18.2.3.1 AnyThread Counting and Software EVOIUTION. . .........coiii i e 18-11
18.2.4 Architectural Performance Monitoring Version 4 ... ... . e e e e 18-12
18.2.4.1 Enhancement in IA32_PERF_GLOBAL _STATUS. ...ttt e 18-12
18.24.2 IA32_PERF_GLOBAL_STATUS_RESET and IA32_PERF_GLOBAL_STATUS_SETMSRS.......coivviiiiininnnn, 18-13
182423 [A32_PERF_GLOBAL _INUSE MSR . ..ttt et sttt e e et e e e eees 18-14
18.25 Full-width Writes to Performance Counter REGISTErS . ......vvrir it 18-15
183 PERFORMANCE MONITORING (INTEL® CORE™ SOLO AND INTEL?.CORE™ DUO PROCESSORS) . ..o vv e 18-16
184 PERFORMANCE MONITORING (PROCESSORS BASED ON INTEL™ CORE  MICROARCHITECTURE). .....vvvvvvvvennn 18-17
18.4.1 Fixed-funCtion Performance CoUNTEIS ... .ttt ettt e e e et ans 18-18
18.4.2 Global Counter Control FaCilities . . ..o .ot e e e e e 18-19
1843 L = =TT A =T 18-21

Xxvi Vol. 3A



CONTENTS

PAGE

184.4 Processor Event Based Sampling (PEBS) .. ... vii i 18-21
18.4.4.1 Setting Up the PEBS BUI el ...ttt e e 18-22
18.4.4.2 PEBS RECOMA FOMmMIat. . .ottt ettt ettt e e e et e e e e e 18-22
18.4.4.3 Writing @ PEBS INterrupt Service ROUTINE ... .. .iui ittt e e e 18-22
18.4.4.4 Re-configuring PEBS Facilities................coo s PIe e e e e 18-23
185 PERFORMANCE MONITORING (45 NM AND 32 NM INTEL® ATOM  PROCESSORS) .. \vviviie i cin i 18-24
186 PERFORMANCE MONITORING FOR SILVERMONT MICROARCHITECTURE. . ..o\ttt ie e iaeaaas 18-24
18.6.1 Enhancements of Performance Monitoring in the Processor Core .........vuiiireiiiiiiii i eienes 18-24
18.6.1.1 Processor Event Based Sampling (PEBS) . ... ..ot e e 18-25
18.6.2 (0] ol =l R{EE 0] Y TN VT3 18-26
18.6.3 Average Offcore Request LatenCy MEasUMremMENT. . ... v v vu ittt neaas 18-29
18.7 PERFORMANCE MONITORING FOR GOLDMONT MICROARCHITECTURE ...\ttt e e e e e eiae e 18-29
18.7.1 Processor Event Based Sampling (PEBS) .. ... .v vt 18-31
18.7.1.1 PEBS Data Linear Address Profiling. .. .....vuiuiui e e 18-33
18.7.1.2 RedUCEA SKId PEBS . . ottt e e e 18-33
18.7.1.3 Enhancements to IA32_PERF_GLOBAL_STATUS.OVDSBUfer[62] .....ovvvvriii i 18-33
18.7.2 (0] ol =l RS T 0To TN VT3 P 18-33
18.7.3 Average Offcore Request Latency MeasUIrEMEBNT. . ... .ottt ettt et e e et e it eaaenenas 18-35
18.8 PERFORMANCE MONITORING FOR PROCESSORS BASED ON INTEL® MICROARCHITECTURE CODE NAME NEHALEM.. 18-35
18.8.1 Enhancements of Performance Monitoring in the Processor Core ... ..vvvvi i en 18-36
18.8.1.1 Processor Event Based Sampling (PEBS) . ... .o .ot e 18-36
18.8.1.2 Load Latency Performance Monitoring Facility . ......o.oviii i e e 18-40
18.8.1.3 Off-core Response Performance Monitoring in the Processor Core ... ..vvvv it i e 18-42
18.8.2 Performance Monitoring Facility in the UNCOre . ......ooii ettt e s 18-43
18.8.2.1 Uncore Performance Monitoring Management Facility . .........oouviiiii i e 18-43
18.8.2.2 Uncore Performance Event Configuration Facility ..o i 18-46
188.2.3 U&gcore A%Sress/Opcode MatCn MR . o e 18-47
18.8.3 Intel™ Xeon™ Processor 7500 Series Performance Mc&gitoring Facility ..o e 18-48
18.84 Perf%mance@’lonitoring for Processors Based on Intel™ Microarchitecture Code Name Westmere............... 18-50
18.85 Intel™ Xeon™ Processor €7 Family Performance Monitoring F%gility ............................................ 18-50
189 PERFORMANCE MONITORING FOR PROCESSORS BASED ON INTEL™= MICROARCHITECTURE CODE NAME SANDY BRIDGE 18-

51
18.9.1 Global Counter Control Facilities In Intel® Microarchitecture Code Name Sandy Bridge ................oovivnts 18-52
18.9.2 (000 TN =T 00 = =T =T ol 18-54
1893 Full Width Writes to P@formance 000U =] 18-54
1894 PEBS Support in Intel™ Microarchitecture Code Name Sandy Bridge ..........coiiiiiiiiii i e 18-54
18.9.4.1 PEBS RECOMD FOMMIat. .ottt ettt ettt et et et e e e et e e e e 18-55
18.9.4.2 Load Latency Performance Monitoring Facility . ....o.vv i 18-56
1894.3 PrECISE STOME Fatility . ittt it i et e e 18-57
189.4.4 Precise Distribution of Instructions Retired (PDIR). . ......vuirti e 18-58
18.9.5 Off-core Response Performance Monitoring ............ Tt e e 18-58
18.9.6 Uncore Performance Monitoring Facilities In Intel® Core i7-2xxx, Intel® Core i5-2xxx, Intel™ Core i3-2xxx

e 0 Tol oS Yo Y= 1= P 18-61

18.9.6.1 U%meP%@mwmeMMMNMQEEMS .................................................................... 18-63
18.9.7 Intel =~ Xeon = Processor €5 Family Performance Monitoring Facility. ... 18-63
18.9.8 Intel® Xeon® Proce%or €5 Family Uncore Performance Monitoring Facility ...........coooviiiiiiiiiinnns, 18-64
1810 3RD GEI&ERATIO INTEL™ CORE PROCESSOR PERFORMANCE MONITORING FACILITY ..o 18-64
18.10.1 Intel™ Xeon Proce%or €5 v2 and E7 v2 Family Uncore Performance Monitoring Facility....................... 18-64
1811  4TH GENERATION INTEL™ CORE PROCESSOR PERFORMANCE MONITORING FACILITY ..ovvv i 18-65
18.11.1 Processor Event Based Sampling (PEBS) FaCility. . .....ovuvririui e 18-66
18.11.2 PEBS Data FOrmMat. . .ottt et et e e e e e e e 18-66
18.11.3 PEBS Data Address Profiling .. ...ovvii i e e e e e e e 18-67
18.11.3.1 EVENTINGIP RECOMA. . ottt e e e e e e 18-68
18114 Off-core Response Performance MonitOring .. .....ouiuirit ittt et ettty 18-68
18.11.4.1 Off-core Response Performanc& Monitoring in Intel Xeon Processors E5 v3 Series.........coovviviiiiinnnn., 18-70
18.11.5 Performance Monitoring and INtel = TS X ... u ittt e 18-70
18.11.51 Intel TSX and PEBS SUPPOrt. . ..o v e e e e 18-71
18.11.6 Unco& Perfod;jnance Monitoring Facilities in the 4th Generation Intel® Core ProcessorS..........ovevvivnennn. 18-72
18.11.7 Intel™ Xeon™ Processor €5 v3 Family Uncore Perfon&ance Mgnitoring Facility . ... 18-73
1812 5TH GENERATION INTEL® CORE™ PROCESSOR AND INTEL™ CORE M PROCESSOR PERFORMANCE MONITORING FACILITY.

18-73 " .
1813  6TH GENERATION INTEL® CORE" PROCESSOR AND 7TH GENERATION INTEL® CORE™ PROCESSOR PERFORMANCE

MONI T ORING FACI U T Y s ettt et et e et e e e e e e e e et e e e e e e e et ey 18-74
18.13.1 Processor Event Based Sampling (PEBS) FaCility. . ..o vvvviri it 18-75
18.13.1.1 PEBS Data FOmmMIat. . oottt ettt ettt e e e e e 18-76

Vol. 3A Xvii



CONTENTS

PAGE
18.13.1.2 PEBS BV BNTS ottt ettt e e e e e e 18-77
18.13.1.3 Data Address Profiling . .. ..o e 18-78
18.13.14 PEBS Facility for Front BN EVENTS. . . ..ottt et et 18-79
18.13.1.5 FRONTEND _RETIRED ...ttt t it te ettt e ettt e et et et et et et e et e et et e et e e en s 18-80
18.13.2 Off-core Responge Performance MONItOMNG. . . ... vv ittt e 18-80
1814 INTEL™ XEON PHI PROCESSOR 7200/5200/3200 PERFORMANCE MONLTORING . ...ovvviiii i 18-82
1815 PERFORMANCE MONITORING (PROCESSORS BASED ON INTEL NETBURST =~ MICROARCHITECTURE) ................ 18-83
18.15.1 ES R MO RS L 1ttt ettt et e e e e e e 18-86
18.15.2 =T o T 1 =T o I 0T =] 18-87
18.15.3 COOR MRS . . ettt ettt ettt e et e e e e e e e e e 18-88
18.154 DEbUQG STOre (DS) MECNAM S . o vttt ettt e e e e e e e e 18-90
18.155 Programming the Performance Counters for Non-Retirement EVeNtS. ..........oviii it ieiieienas 18-90
18.15.5.1 SeleCting EVENTS 10 COUMT. ...ttt ittt ettt e ettt et e e ettt 18-90
18.15.5.2 (1= T Y= 3 3P 18-92
18.155.3 Starting EVENT COUNTING. . ot ottt ittt it e et e et e e et e e 18-93
18.15.54 Reading a Performance Counter's CoUNT . ...ttt ettt n e eeaes 18-93
18.15.5.5 HaltiNg EVENT COUNTING .+ .ottt et s e e e e s e et e e e et 18-93
18.15.5.6 {08 o= Lo | Yo 0T Y (= P 18-94
18.15.5.7 EXTENDED CASCADING .. oottt ettt ettt e et et e et e e e et e e 18-95
18.15.5.8 Generating an INterrupt 0N OVEMIOW ... .o e e 18-96
18.15.59 Counter Usage GUIdBINE . ... v o e i e e e et e e e 18-96
18.15.6 At-ReTIrEMENT COUNTING. « .o\ttt ettt et e et e e ettt e e e e e et et e 18-96
18.15.6.1 Using At-Retirement CoUNTING. . ..o v vttt e e s e e e e 18-97
18.15.6.2 Tagging Mechanism for Front_end_BVeNt. ... ..ot e et 18-98
18.15.6.3 Tagging Mechanism FOr EXECUTION _BVENT . ... .ttt e e eaens 18-98
18.15.6.4 Tagging Mechanism for Replay_BVENt ... ...t e e 18-98
18.15.7 Processor Event-Based Sampling (PEBS) . ... ..ottt e e 18-99
18.15.7.1 Detection of the Availability of the PEBS Facilities. . ..... ..o e 18-99
18.15.7.2 SettiNG UP The DS SaVE AT 3 . . ittt ittt ettt e et e e e e et e e e e 18-99
18.15.7.3 Setting Up the PEBS BUI @l . ..ottt e ettt e et e 18-99
18.15.7.4 Writing @ PEBS INterrupt SErvice ROUTINE . ... .ottt et e aens 18-99
18.15.7.5 Other DS Mechanism IMPliCations. . ... v et e 18-100
18.15.8 Operating SYSTem IMPlCatioNS ... ..o i i i et e 18-10
1816  PERFORMANCE MONITORING AND INTEL HYPER-THREADING TECHNOLOGY IN PROCESSORS BASED ON INTEL NETBURST
MICROARCHITECTURE. . . .ottt e et e e e e et e e e et et et e e eens 18-100
18.16.1 ES R MO RS . vttt ettt et e e e e 18-100
18.16.2 L0003 R 18-101
18.16.3 IA32_PEBS_ENABLE MSR ...ttt e e e e e e e 18-103
18.16.4 Performance Monitoming EVENTS . ... ..ottt e ettt e e s 18-103
1817  COUNTING CLOCKS ON SYSTEMS WITH INTEL HYPER-THREADING TECHNOLOGY IN PROCESSORS BASED ON INTEL NETBURST®
MICROARCHITECTURE. . . .ottt et e et e e e et e e e et e e et et eens 18-104
18.17.1 NON-HAItEd CIOCKLICKS . . . oot e e et e e et 18-104
18.17.2 NON-SIEEP ClOCKTICKS .« o v v vttt ettt et e e e e ettt e e e e s 18-104
1818 COUNTING CLOCKS ..ttt ettt et e e et e e et e e et et et e e et e e et e et n e es 18-105
18.18.1 Non-Halted Reference CIOCKTICKS . . ... v vttt et e 18-106
18.18.2 Cycle Counting and Opportunistic Processor Operation. . .........vu vt vttt aanens 18-106
18.18.3 Determining the Processor BaSe FregUEMCY . ..t v vttt et ettt ettt e e ettt aenes 18-106
18.18.3.1 For Intel® Processors Based on Microarchitecture Code Name Sandy Bridge, vy Bridge, Haswell and Broadwell18-107
18.183.2 For Intel® Processors Based on Microarchitecture Code Name Nehalem .........cocovviviiii i 18-107
18.18.3.3 For Intel® Atom™ Processors Based on the Silvermont Microarchitecture (Including Intel Processors Based on Airmont
[T T o T =T ot (1 =) 18-107
18.1834 For Intel® Core™ 2 Processor Family and for Intel® Xeon® Processors Based on Intel Core Microarchitecture ... 18-107
1819  1A32_PERF_CAPABILITIES MSR ENUMERATION. . . .ottt ettt et 18-107
18.19.1 Filtering of SMM Handler OVerhead . ... ... et ettt ettt 18-108
18.20 PERFORMANCE MONITORING AND DUAL-CORE TECHNOLOGY ...ttt ettt e e 18-108
18.21 PERFORMANCE MONITORING ON 64-BIT INTEL XEON PROCESSOR MP WITH UP TO 8-MBYTE L3 CACHE............ 18-109
1822 PERFORMANCE MONITORING ON L3 AND CACHING BUS CONTROLLER SUB-SYSTEMS . ... oovii i 18-111
18.22.1 Overview of Performance Monitoring with L3/Caching Bus Controller ............coviiiiiiiiiiiiiiiiiiieiennn 18-113
18.22.2 L O Y= A (= o 18-114
18.22.3 L N L O ST =T ol P 18-115
18.22.4 (Y= Y=Y o =T = = 18-116
18.22.4.1 FSB SUD-EVENt Mask INterface. . . ..ottt e e s 18-116
18.22.5 Common EVent Control INTErface . ..ottt e e 18-117
18.23 PERFORMANCE MONITORING (P6 FAMILY PROCESSOR) . . .ottt ettt e et et et e et e e et naees 18-117
18.23.1 PerfEVtSel0 and PerfEUtSelT MRS . .. e 18-118

Xxviii Vol. 3A



CONTENTS

PAGE
18.23.2 PerfCIrO and PerfCirT MO RS ..ttt ettt ettt e e e 18-119
18.23.3 Starting and Stopping the Performance-Monitoring COUNTErS ... ...vuit vttt nneas 18-119
18.234 Event and Time-Stamp Monitoring SOftWare . .. ... et e e 18-120
18.23.5 Monitoring CoUNTEr OVerTlOW ..\t e i e e e e e 18-120
1824 PERFORMANCE MONITORING (PENTIUM PROCESSORS) ..ttt ittt ittt et e ettt et 18-120
18.24.1 Control and Event Select RegiSter (CESR) . ... .v ettt i neneaas 18-121
18.24.2 Use of the Performance-Monitoring Pins. ... ...ou it e 18-122
18.24.3 VNS COUNMTEA .ottt ettt e e et e e e e e e e e 18-122
CHAPTER 19
PERFORMANCE-MONITORING EVENTS
19.1 ARCHITECTURAL PERFORMANCE-MONITORING EVENT S . ..ttt ittt 19-2
19.2 PERFORMANCE MONITORING EVENTS FOR 6TH GENERATION INTEL® CORE™ PROCESSOR AND 7TH GENERATION INTEL® CORE™
PROCESSOR. ..\ttt e e e e e e e e e e 19-3
193 PERFORMANCE MONITORING EVENTS FOR THE INTEL® CORE M AND 5TH GENERATION INTEL® CORE PROCESSORS .
19-13 ™
194 PERFORMANCE MONITORING EVENTS FOR THE 4TH GENERATION INTEL® CORE™ PROCESSORS. ..+ ..vv ' 19-21
19.4.1 Performance Monitoring Events in the Processor Core of Intel Xe%'n Processor ESv3 Family ..................... 19-33
195 PERFORMANCE MONITORING EVENTS FOR 3RD GENERATION INTEL™ CORE PROCESSORS ...........covvvvvnnns 19-34
19.5.1 Performance Monitoring Events in the Processor Core of Intel Xeon Processor E5 v2 Family and Intel Xeon Processor €7 v2
FaMIlY e e M e e T 19-42
19.6 PERFORMANCE MONITORING EVENTS FOR 2ND GENERATION |NTEL® CORE  17-2XXX, INTEL® CORE I5-2XXX,
INTEL™ CORE 13-2XXX PROCESSOR SERIES ... . ...... E e e et e e e e e e 19-43
19.7 PERFORMANCE MONITORING EVENTS FOR INTEL® CORE 17 PROCESSOR FAMILY AND INTEL® XEON® PROCESSOR
1 19-57
19.8 PERFORMANCE MONITORING EVENTS FOR PROCESSORS BASED ON INTEL® MICROARCHITECTURE CODE NAME WESTMERE
19-86 ™
19.9 PERFORMANCE MONITORING EVENTS FOR INTEL® XeON® PROCESSOR 5200, 5400 SERIES AND INTEL® CORE ' 2 EXTREME
PROCESSORS QX 9000 SERIES . ..ottt ettt e et e e e e et e et e e e e et e e e e e eens 19-117
19.10 PERFORMANCE MONITORING EVENTS FOR INTEL® XEON® PROCESSOR 3000, 3200, 5100, 5300 SERIES AND
INTEL™ CORE 2 DUO PROCESSORS . . ..ttt ettt et ettt e et e eens 19-118
19.11  PERFORMANCE MONITORING EVENTS FOR PROCESSORS BASED ON THE GOLDMONT MICROARCHITECTURE. ....... 19-143
19.12 PERFORMANCE MONITORING EVENTS FOR PROCESSORS BASED ON THE SILVERMONT MICROARCHITECTURE ..... 19-149
19.12.1 Performance Monitoring Events for Processors Based on the Airmant Microgrchitecture..............ooovvvute 19-153
19.13  PERFORMANCE MONITORING EVENTS FOR 45 NM AND 32 NM INTEL™= ATOM_ PROCESSORS............cenuuen. 19-154
19.14  PERFORMANCE MONITORING EVENTS FOR INTEL® CORE' SOLO AND INTEL® CORE  DUO PROCESSORS ... ... 19-168
19.15 PENTIUM® 4 AND INTEL® XEON® PROCESSOR PER%QRMANCE- ONITORINGEVENTS ... 19-173
19.16  PERFORMANCE MONITORING EVENTS FOR INTEL™ PENTIUM™ MPROCESSORS .......cvviiiiiiiiiiiiiieinns 19-202
19.17  P6 FAMILY PROCESSOR PERFORMANCE-MONITORING EVENTS L.ttt it 19-204
19.18  PENTIUM PROCESSOR PERFORMANCE-MONITORING EVENTS .. .ot 19-213
CHAPTER 20
8086 EMULATION
20.1 REAL-ADDRESS MODE . ..ottt ittt et et e e e e e e e e e e e e 20-1
20.1.1 Address Translation in REal-AdAress MOGE. . .. ..ot v it e 20-2
20.1.2 Registers Supported in Real-Address MOGE . ... .ovvi ittt e 20-3
20.1.3 Instructions Supported in Real-Address MO . . .. .o it i e e s 20-3
20.14 Interrupt and EXception Handling. .. ... .ooi i e e e 20-4
20.2 VIRTUAL-BOBE MODE. . . .o ittt ettt ettt et et et e et et e e et e e et et e et e e aanas 20-5
20.2.1 ENAbliNG VirtUal-8086 MOGE .. ..ottt ittt e e e 20-6
20.2.2 Structure of @ VIrtual-8086 Task. . ... vv ittt e e e 20-7
20.2.3 Paging of Virtual-8086 Tasks . ... vviii ittt e e e e e e 20-7
2024 Protection within @ Virtual-B086 Task . . .....oviuiiii i e i 20-8
20.2.5 ENtering Virtual-8086 MO ... .ottt e e e e s 20-8
20.2.6 LeaVving VirtUal-B0860 MOGe . . ..ottt e e 20-9
20.2.7 SN IV IS T UCTIONS . . v vttt ettt et e e e e et e e e 20-10
20.2.8 VirTUBI-B086 MOGE /0. . .ttt et e e e 20-10
20.2.8.1 HO-POrt-MapPed /0 . . et e 20-11
20.28.2 MemOry-Mapped 110 . . ..o e 20-11
20.2.8.3 R L=Ta = N O TN i (= 20-11
203 INTERRUPT AND EXCEPTION HANDLING IN VIRTUAL-8086 MODE. . .. ..ttt et e et ieeiaeienes 20-11
20.3.1 Class 1—Hardware Interrupt and Exception Handling in Virtual-8086 Mode. .............c.oooviiiiiii e, 20-12

Vol. 3A Xix



CONTENTS

20.3.1.1 Handling an Interrupt or Exception Through a Protected-Mode Trap or Interrupt Gate.................coovuets 20-12
203.1.2 Handling an Interrupt or Exception With an 8086 Program Interrupt or Exception Handler..................... 20-14
20.3.1.3 Handling an Interrupt or Exception Through a Task Gate. ...t e e e 20-14
20.3.2 Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the Virtual Interrupt Mechanism ... .. 20-15
2033 Class 3—Software Interrupt Handling in Virtual-8086 Mode. ..o it s 20-16
20.3.3.1 Method 1: Software Interrupt Handling . .. ......o i e 20-18
203.3.2 Methods 2 and 3: Software Interrupt Handling . ... e 20-18
20333 Method 4: Software Interrupt Handling . ... ... oo e 20-19
20334 Method 5: Software Interrupt Handling . .. .......o oo e 20-19
20.3.3.5 Method 6: Software Interrupt Handling . .. .....coo oo e e 20-19
20.4 PROTECTED-MODE VIRTUAL INTERRUPTS .. .ttt ees 20-20
CHAPTER 21

MIXING 16-BIT AND 32-BIT CODE

21.1 DEFINING 16-BIT AND 32-BIT PROGRAM MODULES . . ...ttt et 21-1
21.2 MIXING 16-BIT AND 32-BIT OPERATIONS WITHIN A CODE SEGMENT . ...ttt 21-2
213 SHARING DATA AMONG MIXED-SIZE CODE SEGMENT S . .ttt e e 21-3
21.4 TRANSFERRING CONTROL AMONG MIXED-SIZE CODE SEGMENTS . . .ottt 21-3
21.4.1 COdE-SEMENT PO O SIZ8 . vttt ettt e e et e e e e e 21-4
21.4.2 Stack Management for Control TranSTer ... ... e 21-4
214.2.1 Controlling the Operand-Size Attribute Fora Call . ...t e e et eas 21-5
21422 Passing Parameters With @ Gate. . ..o vuu vt s s s 21-6
2143 INterrUPT CoMTrOl TranST OIS, . . e e e e e e 21-6
2144 Parameter TranSIation . .. ...t e e 21-6
2145 WHtiNG INTEr a0 PrOCEAUIES . . .ottt e e e e e e e e 21-6
CHAPTER 22

ARCHITECTURE COMPATIBILITY

22.1 PROCESSOR FAMILIES AND CATEGORIES . . .ottt ittt et et e e e e e e e e 22-1
22.2 RESE RV ED BITS ittt ettt e e e e e e e e e 22-2
22.3 ENABLING NEW FUNCTIONS AND MODES . ...ttt e e ettt es 22-2
22.4 DETECTING THE PRESENCE OF NEW FEATURES THROUGH SOFTWARE . ... vttt 22-2
22.5 INTEL MMX TECHNOLOGY & . ettt ettt ettt et et e e e e e e et e e e et e e et e e et e e e e ees 22-2
22.6 STREAMING SIMD EXTENSIONS (SSE) ..ottt ettt 22-3
22.7 STREAMING SIMD EXTENSIONS 2 (SSE2) ..ttt ittt ittt et e e e e e e e 22-3
22.8 STREAMING SIMD EXTENSIONS 3 (SSE3) .ttt ittt ettt ettt e en s 22-3
22.9 ADDITIONAL STREAMING SIMD EXTENSIONS . . .ottt e e en s 22-3
2210  INTEL HYPER-THREADING TECHNOLOGY . ..ottt ittt et ettt e et e e e e e e et et e e 22-3
22117 MULTI-CORE TECHNOLOGY . . sttt ettt et et et et e e et et e e et e e et et et et e e et e e e 22-4
22.12  SPECIFIC FEATURES OF DUAL-CORE PROCESSOR ...ttt ittt ettt et et e ettt et 22-4
22.13  NEW INSTRUCTIONS IN THE PENTIUM AND LATER IA-32 PROCESSORS . . ..ottt ie et 22-4
22.13.1 Instructions Added Prior t0 the Pentium ProCeSSOr . ... v vttt e 22-4
2214 OBSOLETE INSTRUCTIONS ...ttt ettt ettt e et e e e et et e et et e e et et e ettt e s 22-5
22.15  UNDEFINED OPCODES. . .\ ittt ettt ettt ettt e et et e e et e e e e et e e et e e e e 22-5
2216 NEW FLAGS IN THE EFLAGS REGISTER . ..ottt ettt ettt e ettt et e e 22-5
22.16.1 Using EFLAGS Flags to Distinguish Between 32-Bit [A-32 PrOCESSOrS. .. v ittt ineneiaaans 22-6
2217  STACK OPERATIONS . . .ottt t ettt et e e e et et e e et et et e et e e et et e e 22-6
22.17.1 PUSH S .ot e e e e e 22-6
22.17.2 EFLAGS Pushed 0N the STacK . . ... e 22-6
22,18 XB7 FPU ittt e e e e 22-6
22.18.1 Control REGISTEr CRO Flags . . ..ottt ettt et ettt e e e e e et e e e 22-7
22.18.2 XB7 FPU Status WOrd . . .ottt ettt e et e e e et e e e e 22-7
22.18.2.1 Condition Code FIags (CO through C3) . . ...ttt e e et aaenes 22-7
22.18.2.2 STACK FAUIE Flag . oottt e e e e s 22-8
22.18.3 XB87 FPU CONTrol WOM . . .ttt et e e et e e et et e 22-8
22.184 XB7 FPU Tag WO, oottt ettt e ettt e e e 22-8
22.18.5 D=1 = LY/ =P 22-8
22.18.5.1 NEN S, L ettt e e e e e 22-8
22.185.2 Pseudo-zero, Pseudo-NaN, Pseudo-infinity, and Unnormal FOrmats.........o.vvveiinii i 22-9
22.18.6 Floating-PoiNt EXCEPIONS . .ottt e et e e e e 22-9
22.18.6.1 Denormal Operand EXCEPLION (HD) . . ... vv ittt et 22-9
22.186.2 Numeric Overflow EXCEPLION (HO) . ... ov ittt e e 22-9

XX Vol. 3A



22.186.3 Numeric Underflow EXCeption (HU) . .....ovrir i
22.186.4 EXCEPTION PreCeABNCE . . ..ottt e e
22.186.5 CS and EIP For FPU EXCEPTIONS . . ..ttt e e e e it
22.18.6.6 FPU BrTOr SIgNalS. . vttt ettt e e e e
22.186.7 Assertion of the FERRH Pin . ...t e e
22.186.8 Invalid Operation Exception On DenOrmMalS. ... ..ottt e e e i a e
22.186.9 Alignment Check EXCEPLIONS (FAC) . ... v ittt
22.186.10 Segment Not Present Exception During FLDENV ... ..o
22.186.11 Device Not Available Exception (HENM) . ....ooi i e i
22.186.12 Coprocessor Segment OVerrun EXCEPTION. ... .. u ettt
22.186.13 General Protection EXCeption (HGP) .. ...vvir it
22.186.14 Floating-Point Error EXCeption (HMF) ... ... oot e
22.18.7 Changes 10 Floating-Point INSTrUCtioNS. . .. .. ..o vt e
22.18.7.1 FDIV, FPREM, and FSQRT INSTIUCTIONS ... ov vttt ettt e
22.18.7.2 L] O I [« Tt o o
22.18.7.3 o o S S I S 1 oo
221874 FPREM INStrUCHION. . .ottt e e e
22.18.7.5 FUCOM, FUCOMP, and FUCOMPP INSTrUCTIONS ..\ vvt ettt ee et e ie e ieneiaeaanes
22.18.76 FP T AN INS UG ON . L ettt et e e e e e e e et
22.18.7.7 A [0 0 7= o P
22.18.7.8 FSIN, FCOS, and FSINCOS INSTrUCTIONS ... v vttt nneneaas
22.18.7.9 FPATAN INStUCTION « vttt ettt et e e et e e e e e e
22.18.7.10 [ I T T« ot o
22.18.7.11 FLD INSTrUCHION. .ottt et e e e e e e
22.18.7.12 FXTRACT INSITUCTION .+ v vt ettt et ettt et e et et e e
22.18.7.13 Load Constant INSTTUCTIONS. . ..o vt vttt e e e
22.187.14 ] = I o N oy o oy o
22.18.7.15 [0 A N T« oo P
22.18.7.16 FSAVE and FSTENV INSTIUCLIONS ...ttt ettt ettt et
22.188 Transcendental INSTrUCTIONS. .. ..ot e e
22.189 (]3] 1= (=8 ] 1 o o 3
221810  WAIT/FWAIT PrefiX Differences . . ..o e
22.18.11  Operands Split Across Segments and/or Pages. ... ...oviii i e e
22.18.12  FPU Instruction SYNChrONIZation. .. ....v et et
22.19  SERIAUZING INSTRUCTIONS ..ottt et e e e e et e et es
2220 FPU AN%MATH COPROCESSOR INITIALIZATION. 1ttt e e es

22.20.1 Intel

22.21  CONTROL REGISTERS . ottt ittt et e et et e e e e e e
22.22  MEMORY MANAGEMENT FACILITIES .. vt ittt et et et es
22.22.1 New Memory Management Control FIags . .....ovvviviii e
22.22.1.1 Physical Memory Addressing EXTeNSION. ... .v .ttt e e i
22.22.1.2 GIODAl PagES . . vttt e
22.22.1.3 LaMgEr PagE SIZES vttt ittt e e
22.22.2 CD and NW Cache Control FIags .. ..ovvviii it e i i e e it aaas
22.22.3 Descriptor Types and ContenTS. . ... vv ittt et e e
22224 Changes in Segment Descriptor LOads . ... ovvv it e
22.23  DEBUG FACILITIES . .ottt ettt e e e e e e e e e et e
22.23.1 Differences in DebUg RegIStEr DR . .. .. ..ii i i e
22.23.2 Differences in DEbUG REGISTEr DR7 . ...ttt e e
22.233 Debug Registers DR4 and DR .. ... it i i e e
22.24  RECOGNITION OF BREAKPOINTS ..ttt ittt et ettt e et et e aees
22.25  EXCEPTIONS AND/OR EXCEPTION CONDITIONS ...\ttt e
22.25.1 Machine-Check ArChiteCIUre. . ... . e e e eens
22.25.2 e T T Vo) (o= ) o 0
22.25.3 Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers.....................
22.26  INTERRUP T S Lttt ettt e e e e e e e e e e e
22.26.1 Interrupt Propagation Delay. . . ...c.v i e e
22.26.2 N T 0 (= )
22.26.3 1 T3
22.27  ADVANCED PROGRAMMABLE INTERRUPT CONTROLLER (APIC) ..\ v vvve e
22.27.1 Software Visible Differences Between the Local APIC and the 82489DX .............covvvvnvnnns,
22.27.2 New Features Incorporated in the Local APIC for the P6 Family and Pentium Processors............

22.27.3 New Features Incorporated in the Local APIC of the Pentium 4 and Intel Xeon Processors

22.28  TASK SWITCHING AND TSS. ittt e e e e

387 and Intel= 287 Math Coprocessor Initialization. ................c.coviiiiii i,
22.20.2 Intel486 SX Processor and Intel 487 SX Math Coprocessor Initialization..................cocovuu.

CONTENTS

Vol. 3A XxXi



CONTENTS

PAGE
22.28.1 P6 Family and Pentium ProCeSSOr TS ... ittt ittt ettt ettt 22-28
22.28.2 BT =1 (=Tt o i T (= 22-28
22.28.3 Order of Reads/Writes 10 The TS ...t e e e s 22-28
22.284 Using A 16-Bit TSS With 32-Bit CONStIUCTS . . ...ttt t et ittt e e e et enanas 22-28
22.285 Differences in I/0 Map Base AdAreSSeS . .. ...ttt e e e 22-28
22.29  CACHE MANAGEMENT . . vttt ettt et ettt e e et e e e et et et et et e et 22-29
22.29.1 Self-Modifying Code with Cache Enabled . ... ... e 22-29
22.29.2 (D= o Yo = B A T T 22-30
22.30  PAGING .ottt e e e e e e e 22-30
22.30.1 LA PagBS . .« ot vttt et e e e e e 22-30
22.30.2 (OB o T T =T 22-30
22.30.3 Enabling and Disabling Paging ... .cviuiti i e e 22-31
22371 STACK OPERATIONS . . .ottt et ettt e et ettt et e et et et et et et et et et e e s 22-31
22.31.1 SElECTOr PUSNES @GN0 POPS . ..ottt e e e 22-31
22.31.2 ErTOr CO0E PUSIES . . ottt e e e ettt e e 22-31
22313 Fault Handling Effects on the STack. .. ....ov it e e et 22-32
22314 Interlevel RET/IRET From a 16-Bit Interrupt or Call Gate .. .....vv v it 22-32
2232  MIXING 16- AND 32-BIT SEGMENT S ...ttt ettt e e e e e e e 22-32
2233  SEGMENT AND ADDRESS WRAPAROUND . . ...ttt sttt ettt e e et et e e et et e et et e eens 22-32
22.33.1 A= 33 L=T =T o= Lo 1T 22-33
2234  STORE BUFFERS AND MEMORY ORDERING ...t vttttete et ie ettt et e et et e et et eaes 22-33
22.35  BUS LOCKING .. vttt it et sttt e e et e e et et e e et e e e e et et e e n e et e e 22-34
22.36  BUS HOLD ...ttt ettt et e et et e et e e e e e e e e 22-34
2237  MODEL-SPECIFIC EXTENSIONS TO THE A-32 .ottt ittt et e e e e eaas 22-34
22.37.1 MOdEl-SPECITIC REGISTEIS . . ottt ittt et e i et ettt e e 22-35
22.37.2 RDMSR and WRMSR INSTTUCTIONS. . . .ottt e e et et e et et et et e et e e e 22-35
22.37.3 Memory TYPe RANGE REGISTEIS . ..ttt it e et e e et et e 22-35
22374 Machine-Check Exception and ArChiTECtUNE. . .. ...ttt ettt eeaaas 22-35
22.37.5 Performance-MoNitOriNg COUM OIS . . .\ttt ittt ettt ettt ettt e e e e e e e e e 22-36
2238 TWO WAYS TO RUN INTEL 286 PROCESSOR TASKS ..\ttt ittt ettt e e 22-36
22.39 INITIAL STATE OF PENTIUM, PENTIUM PRO AND PENTIUM 4 PROCESSORS ...\ttt 22-36
CHAPTER 23
INTRODUCTION TO VIRTUAL MACHINE EXTENSIONS
23.1 OV RV B ottt et e e et e e e e e 23-1
23.2 VIRTUAL MACHINE ARCHITECTURE . ...ttt sttt ettt et et e et et e et e e e n s 23-1
233 INTRODUCTION TO VMX OPERATION . . .ttt ettt ettt et e e et et e e et e et et et eanes 23-1
23.4 LIFE CYCLE OF VMM SOF T W AR E . . .ttt ettt ettt e e 23-2
235 VIRTUAL-MACHINE CONTROL STRUCTURE . . ottt ettt ettt e e et et e et e e e en s 23-2
23.6 DISCOVERING SUPPORT FOR VMX . . ettt ettt e e e et e e e e e e e et e e e et a e es 23-2
23.7 ENABLING AND ENTERING VMX OPERATION ..ttt t ettt ettt 23-3
23.8 RESTRICTIONS ON VMX OPERATION . . .ttt ettt ettt et e e e s et e et 23-3
CHAPTER 24
VIRTUAL MACHINE CONTROL STRUCTURES
24.1 OV RV B .ottt e e e e e e e e e e e e e 24-1
24.2 FORMAT OF THE VMUES REGION. . .ottt ittt et et e e et et e e e e e e e e e e e e e e 24-2
24.3 ORGANIZATION OF VMCS DA T A ittt ittt et ettt e e e et e et et 24-3
24.4 GUES T - ST AT E AR E A ettt e e e e e e e e e e e et e e e e 24-4
24.4.1 GUBST RIS N STaTE. ..ottt i i et e e et e e e e e 24-4
24.4.2 GUEST NON-R IS O STt . .. ot ottt it ettt e e ettt e 24-5
24.5 L (O I I W I S S 24-8
24.6 VM-EXECUTION CONTROL FIELDS .. .ottt ettt et et et e e e e et et e e et e e e a e 24-8
24.6.1 Pin-Based VM-EXECULION CONTIOIS. .. vttt ettt ettt et ettt e e e e ettt et e e eeees 24-8
24.6.2 Processor-Based VM-EXeCUTION CONTIOIS . . ... vu ittt et aees 24-9
2463 Lol oo =111 = o 24-12
2464 10 B g =T AV [0 =TT 24-12
24.6.5 Time-Stamp Counter Offset and MU PIEr .. ..ot e e 24-12
24.6.6 Guest/Host Masks and Read Shadows for CROGNA CRE . .. ..ottt e iaas 24-12
24.6.7 818 R I o= A 001 0] PP 24-13
24.6.8 Controls for APIC VirtUalization. . .. ..o ettt ettt et e e et e e 24-13
24.6.9 MSR-BItMAD AQArESS. . o e ettt et e e e e e 24-14

XXxii Vol. 3A



CONTENTS

PAGE

24.6.10 EXECUTIVE- VMO P oI O L ottt ettt et et e e ettt e et et et et e e e e 24-14
246.11 Extended-Page-Table Pointer (EPTP) .. .... o et 24-15
246.12 Virtual-Processor Identifier (VPID). . ...ttt et e e e e 24-15
246.13 Controls for PAUSE-LOOD EXITING ...t v vttt ettt e e ettt et ettt e e e ettt enaaas 24-15
246.14 RV T Yo o 0 N T 0] P 24-16
24.6.15 VMCS Shadowing Bitmap AdarESSeS . . ittt ittt ittt e e et e e e 24-16
24.6.16 ENCLS-EXITING BItmMIaD. .+ vt vttt ettt et ettt e e e e e e 24-16
246.17 Control Field for Page-Modification LOGQiNg. . . .. v v vre ettt e 24-16
24.6.18 Controls for Virtualization EXCEPTIONS .. ..\ttt e e et ettt 24-16
246.19 XS S EXItING BITMIaD . . o ettt e e e 24-17
24.7 VM-EXIT CONTROL FIELDS . . . oottt ettt et e e e et ettt e e et e 24-17
24.7.1 VM-EXIT CONTTOIS ..ttt ettt e et e e e e e 24-17
24.7.2 VM-EXIt CONTrOIS FOr MRS L vttt ettt e e e e e e e e et e et e 24-18
248 VM-ENTRY CONTROL FIELDS . . . .ottt ettt e e et e e e et et e e e 24-18
24.8.1 RV B 0 0 10 24-19
24.8.2 VM-ENTrY CONTrolS fOr MO RS, .o\ttt et ettt et e e e e ettt 24-19
2483 VM-Entry Controls for EVent IMjECtioN ... ..t e e 24-20
24.9 VM-EXIT INFORMATION FIELDS. . . vttt ettt ettt e et et e et et e e e e e et 24-21
24.9.1 Basic VM-EXIt INfOrmation. . ..ottt e e e e 24-21
24.9.2 Information for VM Exits Due 10 Vectored EVeNTS . ... .ttt i 24-22
2493 Information for VM Exits That Occur During Event Delivery . .........ooiiii i et 24-22
249.4 Information for VM Exits Due 10 INStruction EXECUTION. .. ... v vttt 24-23
24.9.5 VM-INSTIUCTION BITOr FIEIA. . oottt e e e e e e et e et e 24-23
2410  VMCS TYPES: ORDINARY AND SHAD OW ...ttt ettt ettt et e e et e e e e e et e 24-24
2411 SOFTWARE USE OF THE VMCS AND RELATED STRUCTURES . ...\ttt ettt eieans 24-24
24111 Software Use of Virtual-Machine Control StrUCTUTES. . . ..o v et e 24-24
24.11.2 VMREAD, VMWRITE, and ENcodings 0f VMCS Fields . .. ..o vivei ettt es 24-25
24.11.3 INIIAlZING @ VMOS . o e i et e e e 24-27
24114 Software ACCess t0 Related STrUCTUMES . .. ...ttt es 24-27
24115 LY@ AV (=T 24-27
CHAPTER 25

VMX NON-ROOT OPERATION

25.1 INSTRUCTIONS THAT CAUSE VM EXIT S .ottt eens 25-1
25.1.1 Relative Priority of Faults and VM EXITS. ... vu e e 25-1
25.1.2 Instructions That Cause VM Exits Unconditionally . ........oiiiiii i i ittt eeas 25-2
25.1.3 Instructions That Cause VM EXits Conditionally. .. .....couuuiuitit e i 25-2
25.2 OTHER CAUSES OF VM EXI TS ittt ettt e e e e e e e e 25-5
253 CHANGES TO INSTRUCTION BEHAVIOR IN VMX NON-ROOT OPERATION . ...ttt aaaas 25-6
25.4 OTHER CHANGES IN VMX NON-ROOT OPERATION. . . ottt ettt e et 25-10
25.4.1 BVENE BIOCKING . . v ettt e e e e e e 25-10
254.2 Treatment Of Task SWItCRES .. .. e e 25-10
255 FEATURES SPECIFIC TO VMX NON-ROOT OPERATION ...ttt ettt et e eeenes 25-11
25.5.1 RV o 0= =T T T I T 0= 25-11
25.5.2 oV o I = o N =T 25-12
2553 Translation of Guest-Physical Addresses Using EPT .. ...t 25-13
2554 L (O T U= o A 25-13
2555 LY N 0 oy o P 25-13
25.5.5.1 ENADIING VM FUNCHIONS . . .ottt et e e e e e e e e e e 25-13
25552 General Operation of the VMFUNC INSTIUCTION .. ..o v e 25-13
25553 EP TP SWITCNING .ottt e e 25-14
2556 ViIrtUAl ZaTiON EXCEPTIONS .« vttt ittt e e e e e e e e 25-15
25.56.1 ConVertible EPT Violations . . ..o ettt et e e e et e e e 25-15
25.5.6.2 Virtualization-Exception INformation ... ... e 25-16
2556.3 Delivery of Virtualization EXCEPTIONS . ... v vttt e e 25-16
25.6 UNRES TRICTED GUES TS &t ittt ittt ettt e e et e et et e e et e e e et e et et e 25-17
CHAPTER 26

VM ENTRIES

26.1 BASIC VM-ENTRY CHECK S, . ittt ettt et et et e e ettt e et et et e e e 26-2
26.2 CHECKS ON VMX CONTROLS AND HOST-STATE AREA . . oottt ettt e e 26-2
26.2.1 CRECKS ON VMX COMETOIS . .ot e ettt e e e e e e e ettt 26-2

Vol. 3A XXiii



CONTENTS

26.2.1.1 VM-EXeCULIoN CONTIOl FIEIAS. . ..o vttt et e e e e e et e e e 26-2
26.2.1.2 VM-EXIt CONTrOl FIElAS .\ e ettt e e e e et e e e e e 26-5
26.2.1.3 VM-ENtrY Control FIElaS . . oo i i e ettt i e i e e 26-6
26.2.2 Checks on Host Control Registers and MSRS. ... .o u ittt et i e 26-6
26.23 Checks on Host Segment and Descriptor-Table Registers .........oviviiii i e 26-7
26.2.4 Checks Related 10 AdAresS-SPate Size .. .o i it i et e e e e 26-7
26.3 CHECKING AND LOADING GUEST ST AT E. 1.ttt ittt ettt ettt et eens 26-8
26.3.1 Checks 0N the GUEST STate AT . vttt ettt e ettt e e e e e e e et e e ees 26-8
26.3.1.1 Checks on Guest Control Registers, Debug Registers, and MSRS ... ..ottt e i 26-8
26.3.1.2 Checks 0N GUEST SEQMENT REGISTEIS . . .\ttt ettt et ettt ettt r e n i anas 26-9
26.3.1.3 Checks on Guest Descriptor-Table REGISTErS .. ... vvuut e e e 26-11
26.3.1.4 Checks 0N GUEST RIP and RELAGS. . . ...ttt e et e e et aenees 26-11
26.3.1.5 Checks 0N GUEST NON-REGISTEr STate. ...\ttt ittt et e e eeaes 26-12
26.3.1.6 Checks on Guest Page-Directory-Pointer-Table ENtries ........vvviiii et 26-14
26.3.2 L0adiNg GUEST STaTE . ..ottt i i i e e e 26-14
26.3.2.1 Loading Guest Control Registers, Debug Registers, and MSRS ..........oiiiiiiiiii i e eiee s 26-15
26.3.2.2 Loading Guest Segment Registers and Descriptor-Table Registers. .........cooviiii i 26-16
26.3.23 Loading GUEST RIP, RSP, and RELAGS ...\ttt e e 26-16
26.3.24 Loading Page-Directory-Pointer-Table ENtries. ... ..ot e ettt 26-17
26.3.2.5 Updating NON-REGIS IO STatE. ..ottt et e e e e e e e 26-17
26.33 Clearing Address-Range MOt oG . .. ..ottt et e ettt et ettt e et e e 26-17
26.4 LOADING MRS . .ttt sttt et et e e e e e e e e 26-17
26.5 BV ENT INJECTION . . ettt e ettt ettt e et et e e et et e e et et et e 26-18
26.5.1 RV L=Tot (o i=Ta B V=T A =Tou o 26-18
26.5.1.1 Details of Vectored-Event INjeCtion. .. ... e e e 26-18
26.5.1.2 VM EXits DUMNNG EVENT M eCTiON .« vttt e e e e e 26-20
26.5.1.3 Event Injection for VM Entries to Real-Address Mode . . ......ovii it 26-20
26.5.2 Injection of Pending MTF VM EXITS. ...ttt e i e e et e ettt eaens 26-21
26.6 SPECIAL FEATURES OF VUM ENTRY ..ttt ettt ittt et e e e e e 26-21
26.6.1 a0 o] Y ) = (= 26-21
26.6.2 A 11771 YA = 1 (S 26-22
26.6.3 Delivery of Pending Debug Exceptions after VM ENtry .. ..oovn it e 26-22
2664 RV = == T 4T 01 T 0 T 0 2T 26-23
26.6.5 Interrupt-Window Exiting and Virtual-Interrupt DeliVErY . .......coii i e 26-23
26.6.6 NMI IO EXITING v ot vttt e e e st e e e e e e e e 26-23
26.6.7 VM Exits Induced by the TPR Threshold. ... ..o e e i i 26-24
26.6.8 PENAING M VM EXITS .\ ottt ittt ittt e et ettt e e e et e e e e e e 26-24
26.6.9 VM Entries and Advanced Debugging FEatUMES . ... . vttt e e e 26-24
26.7 VM-ENTRY FAILURES DURING OR AFTER LOADING GUEST STATE ...ttt ettt 26-25
26.8 MACHINE-CHECK EVENTS DURING VM ENTRY ..ttt ettt e et et e e e et e e e s 26-25
CHAPTER 27

VM EXITS

27.1 ARCHITECTURAL STATE BEFORE A VM EXIT ottt ittt e e e e 27-1
27.2 RECORDING VM-EXIT INFORMATION AND UPDATING VM-ENTRY CONTROL FIELDS ... ..o 27-4
27.2.1 Basic VM-EXIt INfOrmation. .. ..ot e 27-4
27.2.2 Information for VM Exits Due 10 Vectored EVENTS ... o.vrirtt e e 27-11
27.2.3 Information for VM Exits During EVent DeliVEry .........ouiriiiii i et e 27-12
27.24 Information for VM Exits Due 10 INStruction EXECULION. . ..o e et 27-13
27.3 SAVING GUEST ST AT E oottt ittt e e e e e e e e e e e e e e e 27-20
27.3.1 Saving Control Registers, Debug Registers, and MSRS. .. .. .ot e i e e i e 27-21
27.3.2 Saving Segment Registers and Descriptor-Table RegiSTerS . ... ..vvv it e 27-21
2733 SaVING RIP, RSP, @nd RELAGS . . o ittt ettt ettt e e e e e e e e 27-21
2734 SaVING NON-REGIS IO STaTE ..ottt i e it e 27-23
27.4 SAVING MO RS i e e e e 27-25
27.5 LOADING HOST ST AT E .ttt t ittt ettt ettt e e e e e e e et e e et 27-25
27.5.1 Loading Host Control Registers, Debug Registers, MSRS ... ... i e e 27-25
27.5.2 Loading Host Segment and Descriptor-Table REGISTEIS ... ..o vttt et eaaaas 27-26
2753 Loading HoSt RIP, RSP, @Nd RFLAGS. . ...ttt et e 27-28
2754 Checking and Loading Host Page-Directory-Pointer-Table Entries ... e 27-28
27.5.5 Updating NON-REGISTEr STate . . ..ttt et et ettt e e e e 27-28
2756 Clearing Address-Range MOnItOMiNG. . .. ...ttt ettt et e 27-29
27.6 LOADING MRS . ittt e et e e e e e e 27-29
27.7 LT 2 =0 1 27-29

XXiv Vol. 3A



CONTENTS

PAGE

27.8 MACHINE-CHECK EVENTS DURING VM EXIT L.ttt st ettt e e et et e e e e et e e e e e e in e ia et 27-30
CHAPTER 28
VMX SUPPORT FOR ADDRESS TRANSLATION
28.1 VIRTUAL PROCESSOR IDENTIFIERS (VPIDS) . . vttt ettt ettt ittt ettt e ettt et e e e 28-1
28.2 THE EXTENDED PAGE TABLE MECHANISM (EPT) 4.ttt sttt ettt e e e 28-1
28.2.1 LS O 117 YT 28-1
28.2.2 EPT TransIation MECNaMISI . ... v ettt e et et e e e e e 28-3
28.2.3 EPT-INAUCEA VM EXITS &ttt ettt et et e e e et e e e et e e e e e 28-9
28.2.3.1 EP T MISCONTIGUITIONS . . .ottt ettt ettt e e s e e e e 28-10
28.2.3.2 S Y10 = T L3 28-10
28.2.33 Prioritization of EPT Misconfigurations and EPT Violations. ...........coviiiiiii e e 28-12
28.24 Accessed and Dirty FIags for EP T . .. . e e 28-13
28.2.5 Page-Modification LOGGINg . . ...ttt ettt ettt e e e e 28-14
28.2.6 EP T aNd MmO Ty PINg . o ittt ittt e et e e e e e e 28-14
28.2.6.1 Memory Type Used for Accessing EPT Paging StruCtUNES . ... v vt 28-14
28.26.2 Memory Type Used for Translated Guest-Physical Addresses . .....vvvviiii it 28-15
283 CACHING TRANSLATION INFORMATION. . ottt ettt ettt et e e e et e e e e 28-15
28.3.1 Information That May Be Cathed . .. ..o it e e e e e 28-15
28.3.2 Creating and Using Cached Translation INnformation. ........ ..o e 28-16
2833 Invalidating Cached Translation INnformation. . ....... ... e 28-17
28.3.3.1 Operations that Invalidate Cached Mappings .. ... ov vttt e 28-17
283.3.2 Operations that Need Not Invalidate Cached Mappings .. ......oviiriiiii e 28-19
28333 Guidelines for Use of the INVVPID INStrUCiON. . ... vttt 28-19
28334 Guidelines for Use of the INVEPT INStrUCTION. . . ... v et 28-20
CHAPTER 29
APIC VIRTUALIZATION AND VIRTUAL INTERRUPTS
29.1 R TU AL AP ST AT E ittt ettt e e et et e e e et e e e 29-1
29.1.1 VirtUAIZEA APIC REGISTEIS .o\ttt e ettt e et e e e e ettt e e e 29-1
29.1.2 TP R VITTUBIZaTION . oottt e e e e e 29-2
29.1.3 o o RV (= 2 o 29-2
29.1.4 LSO T U= 12 1o 29-3
29.1.5 Y= Lo I (U= 4= 1 Lo 29-3
29.2 EVALUATION AND DELIVERY OF VIRTUAL INTERRUP TS ..ottt et ees 29-3
29.2.1 Evaluation of Pending Virtual INtermUPTS .. ..ottt e e e e e s 29-3
29.2.2 VTt I UD T DBl Y oottt e e e 29-4
29.3 VIRTUALIZING CR8-BASED TPR ACCESSES .. .ottt t ittt ittt ettt e ettt 29-5
29.4 VIRTUALIZING MEMORY-MAPPED APIC ACCESSES . .. .ottt 29-5
29.4.1 Priority OF APIC-ACCESS VM EXITS .« vttt ittt et et e e e 29-6
29.4.2 Virtualizing Reads from the APIC-ACCESS Page .. ..ottt ettt 29-6
294.3 Virtualizing Writes t0 the APIC-ACCESS Page. .. ... v ittt et 29-7
294.3.1 Determining Whether a Write Access is VIrtualized. ..o e 29-7
2943.2 APIC-WIIte EMUITION . . ettt et e e e e e e e e e e 29-8
29433 AP G-I VM EXIES oottt t ettt ettt et e et et e e e e e e e 29-9
2944 INSTruction-SPeCific CONSIAEIAtiONS . ...\ttt et e e e e 29-9
29.4.5 Issues Pertaining to Page Size and TLB Management. ... ..ottt ettt eaes 29-10
2946 APIC Accesses Not Directly Resulting From Linear AddreSSES . ... v v v vttt i it aennenanas 29-10
294.6.1 Guest-Physical Accesses 10 the APIC-ACCESS Page. . ... .vviiiii it 29-11
29.4.6.2 Physical Accesses 10 the APIC-ACCESS Page . ... vttt i i e e ettt 29-11
29.5 VIRTUALIZING MSR-BASED APIC ACCESSES ..ttt ittt e e e 29-12
29.6 POSTED-INTERRUPT PROCESSING. . . .ttt ettt et et e et et e e et e e e e e a e e 29-13
CHAPTER 30
VMX INSTRUCTION REFERENCE
30.1 OV RV B .ttt e e s e e e e e e e e 30-1
30.2 CONV ENTIONS Lottt et et e e e e e e e e 30-2
30.3 M INS TRUC T ION S L . ettt e et e et et e e e e e e e et e e et e aaas 30-2

INVEPT— Invalidate Translations Derived from EPT ... ... ettt e 30-3

INVVPID— Invalidate Translations Based on VPID . .......ouiiiii et 30-6

VMCALL—CAI 0 VM MOMit0r « vttt e et sttt et et et e e e e e et et e e r e e e et e e et e e aaes 30-9

Vol. 3A XXV



CONTENTS

VMCLEAR—Clear Virtual-Machine Control STrUCTUNE. . ... vttt e 30-11
VMFEUNC—INVOKE VM fUNCHION. . ettt e e e e e e e e et e e e et e e 30-13
VMLAUNCH/VMRESUME—Launch/Resume Virtual Maching. . ......vvvi i 30-14
VMPTRLD—Load Pointer to Virtual-Machine Control STructure ......oovvii i 30-16
VMPTRST—Store Pointer to Virtual-Machine Control Structure. . ......cooovvii e 30-18
VMREAD—Read Field from Virtual-Machine Control STruCtUre . .....ovvvi v 30-20
VMRESUME—Resume Virtual Maching . ......ouii e e e e e 30-22
VMWRITE—Write Field to Virtual-Machine Control STructure. ..ot 30-23
VMXOFF—LEaVE VMX OPBIation .. v vttt ittt sttt e e e et e e e ettt e e e a e 30-25
VMXON—ENTEr VMX OPeration . . vttt ettt ettt et e e e et e e et e e et e eene e 30-27
30.4 VM INSTRUCTION ERROR NUMBERS . . . o\ttt ettt ettt e et e e e e e 30-29
CHAPTER 31
VIRTUAL-MACHINE MONITOR PROGRAMMING CONSIDERATIONS
31.1 VMX SYSTEM PROGRAMMING OVERVIEW . . . oottt et e et 31-1
31.2 SUPPORTING PROCESSOR OPERATING MODES IN GUEST ENVIRONMENTS . ..ottt eaas 31-1
31.2.1 Using Unrestricted GUEST MOGE. . ..ottt i i i e e e e e e ettt e 31-1
31.3 MANAGING VMCS REGIONS AND POINTERS. . .o ettt e i 31-2
314 USING VMX INSTRUCTIONS. ottt ettt ittt e et e e e e e e et e e e e a 31-2
315 VMM SETUP & TEAR DOWN .ottt ettt ettt et et et e e et et e e et e e e e e e 31-4
31.5.1 Algorithms for Determining VMX Capabilities. . .. .. .vuvrori e e 31-5
31.6 PREPARATION AND LAUNCHING A VIRTUAL MACHINE . . ..ottt e 31-6
31.7 HANDLING OF VM EXITS ottt et ettt e e e e e e et e et e e 31-7
31.7.1 Handling VM EXits DU 10 EXCEPTIONS « ..ot v vttt et sttt e e e 31-8
31.7.1.1 Reflecting EXceptions 10 GUEST SOTIWEIE .. ... v i e 31-8
31.7.1.2 Resuming Guest Software after Handling an EXCeption . ... ..ottt 31-9
31.8 MULTI-PROCESSOR CONSIDERATIONS . .ttt ettt et et e e e ettt et et a e et 31-10
31.8.1 LR =] 7= o 31-11
31.8.2 MOVING @ VMCS Bt BN PrOCS S0 o\ttt ittt ettt ettt ettt e ettt e e ettt et ettt n e 31-11
3183 Paired INAeX-Data REGIS OIS, .. vttt ittt ettt e e e e e e 31-11
3184 (o Q=T T T D 1 T N on (1 = PP 31-11
31.85 CPUID EMUIGTION. v ettt sttt e et e et e e e et et e e et e e e e 31-12
31.9 32-BIT AND 64-BIT GUEST ENVIRONMENT S, . ..ottt ettt et 31-12
31.9.1 Operating Modes of GUEST ENVITONMENTS. . .. ..o u ittt eaes 31-12
31.9.2 Handling Widths 0f VMCS FIElas ..o . ovt ittt e e e e 31-12
31.9.2.1 Natural-Width VMCS Felds . . ..o e e 31-13
31.9.2.2 B4-Bit VMCS FIBlaS . oottt e e 31-13
3193 [A-326 MO HOSTS . .ttt ettt ettt e e e e e e e 31-13
31.94 JA-328 MOAE GUESTS . v ettt ettt ettt et e et et et et e e e e e e 31-13
31.95 32 Bt GUBSTS & vttt ettt ettt e e e e e e e 31-14
31.10  HANDUING MODEL SPECIFIC REGISTERS . . ot ottt ettt et e e e e e e e e e e e e 31-14
31.10.1 USING VM-EXECUTION CONMITOIS .« vttt ettt et s ettt et e e e et aas 31-14
31.10.2 Using VM-EXit CONTrols TOr MSRS . ... e et 31-15
31.103 Using VM-ENtry Controls for MO RS . ... .ttt e ettt et ettt 31-15
31.104 Handling Special-Case MSRS and INStrUCTIONS . . . ..o vttt i aas 31-15
31.104.1 HandliNg IA32_EFER MR ..ottt et e e e e e e 31-16
31.104.2 Handling the SYSENTER and SYSEXIT INStrUCtioNS. ... oot i e eaes 31-16
31.104.3 Handling the SYSCALL and SYSRET INStrUCHIONS . ..o v vttt e 31-16
31.1044 Handling the SWAPGS INSTIUCTION. . ..o v e e 31-16
31.104.5 Implementation Specific Behavior on Writing to Certain MSRS . ...t e 31-16
31.10.5 Handling Accesses 10 RESEMVEd MSR AdrESSES ... v vttt ettt ettt e 31-17
31117  HANDUING ACCESSES TO CONTROL REGISTERS ..ttt ettt e e e e 31-17
31.12  PERFORMANCE CONSIDERATIONS L. vttt ettt ettt et e e e et e e et e e et eae s 31-17
3113 USE OF THE VMX-PREEMPTION TIMER. . . ..ottt ettt ettt e e e 31-17
CHAPTER 32
VIRTUALIZATION OF SYSTEM RESOURCES
32.1 OV RV B ottt et e e et e e e e e 32-1
32.2 VIRTUALIZATION SUPPORT FOR DEBUGGING FACILITIES. . .ottt et et e e e enas 32-1
32.2.1 (=] T Ta = Car=] ) o 0 P 32-1
323 MEMORY VIR TUAL ZATION . ottt ettt e e e e e e e et e e e e 32-2

XXvi Vol. 3A



CONTENTS

PAGE

32.3.1 Processor Operating Modes & Memory Virtualization . ............oo i e 32-2
323.2 Guest & Host PhySiCal AdAress SPaCeS. . .. v vttt ettt e 32-2
3233 Virtualizing Virtual Memory Dy Brute FOrCe . ..ottt e e et ettt 32-3
3234 Alternate Approach to Memory Virtualization . .........ouiuiiiii i e e 32-3
3235 Details of Virtual TLB Operation. ... .. c.u ittt ettt et et et e aees 32-4
32.3.5.1 INitialization Of VirtUal TUB. .. ..ttt et e e 32-5
32.3.5.2 RESPONSE 10 Page FaUIS. ..o\ttt et et e e e e e 32-5
32353 ResSponse to USES OF INVLPG. .. ...ttt e e e e e e enas 32-7
32354 RESPONSE 10 LR B WIS . oottt it ettt e e et e i e 32-8
324 MICROCODE UPD AT E FACIUITY ottt ettt ettt e e et e e et e e et e e e e 32-8
324.1 Early Load of MICroCode UPQates . .. v vttt ettt ettt e e e e e e e e e 32-8
324.2 Late Load of Microcode UPdates .. ...oviii ittt i ettt e e e et s 32-8
CHAPTER 33
HANDLING BOUNDARY CONDITIONS IN A VIRTUAL MACHINE MONITOR
33.1 OV RV B . .ttt e e e e e e e e e e e e e 33-1
33.2 INTERRUPT HANDLING IN VMX OPERATION. L ottt ettt et e et e e e e et e e ees 33-1
333 EXTERNAL INTERRUPT VIRTUAL ZATION . . oottt ettt e et e e e s e e et et aees 33-2
33.3.1 Virtualization of INtermUPT VeCtOr SPate ..\ttt e e 33-3
33.3.2 Control of Platform INtermUPTS. ..o e e e e 33-4
33.3.2.1 o (O T (U= 2= 33-4
33.3.2.2 XAPIC VIrtUalization .. ...ttt e e e e s 33-5
333.23 [ Tore 7AYo (O YT (U= 2= o S 33-5
33324 170 APIC VIrtUaliZation . ..ottt ettt e 33-6
333.25 Virtualization of Message Signaled IntermUPTS . ..ot i et e e 33-6
3333 Examples of Handling of EXternal INTermUPTS .. ... i et 33-6
33.3.3.1 GUEST S UD .« ottt ittt it i e e e e 33-6
33332 Processor Treatment of EXternal INtermUPT ... ..o ittt e e e 33-6
33333 Processing of External INterrupts By VMM .. ..o s 33-7
33334 Generation of Virtual Interrupt EVents by VMM ... . . i e s 33-7
334 ERROR HANDLING BY VMM L.ttt ettt e et e e et e e 33-8
33.4.1 R ot = 11 =3 33-8
334.2 Machine-Check ConSIAErations ... ....ouii it e e e e r e aaens 33-8
3343 MCA Error Handling GUIdEliNES TOr VMM, ..ottt e e e e 33-9
33.4.3.1 VMM Error Handling Strat@gies. . ..o v v vttt et e e 33-10
334.3.2 Basic VMM MCA error recovery handling . ......ooiuiiir i i e e 33-10
33433 Implementation Considerations for the Basic Model ...........cooviiiii i e 33-10
33434 (07T U2 1o P 33-10
33435 Implementation Considerations for the MCA VirtualizationModel.............ccoo i e 33-11
335 HANDLING ACTIVITY STATES BY UMM . ittt et et e et 33-11
CHAPTER 34
SYSTEM MANAGEMENT MODE
34.1 SYSTEM MANAGEMENT MODE OVERVIEW. . .ot et ettt ittt et e ey 34-1
34.1.1 System Management Mode and VMX Operation . .....ououtriei e 34-1
34.2 SYSTEM MANAGEMENT INTERRUPT (SMI). ..ttt e e e e 34-2
343 SWITCHING BETWEEN SMM AND THE OTHER

PROCESSOR OPERATING MODES . ...ttt ettt ettt et e e et et e et et et ettt e e eees 34-2
34.3.1 ENEEMiNG SMM Lo e e 34-2
34.3.2 EXITING FrOmM SMM i i i i i e e e e 34-3
34.4 S R A L e e e e 34-3
344.1 SMR AM STATE SAVE M . 1ottt et e e e e 34-4
34.4.1.1 SMRAM State Save Map and Intel 64 ArChitectUre. .. ..ot e e e 34-6
34.4.2 SMRAM CaCNING .+ ettt ettt ettt e e e e e e e e e e 34-8
344.2.1 System Management Range Registers (SMRR) ... ...t e 34-9
345 SMIHANDLER EXECUTION ENVIRONMENT . ..ottt ettt e e e e aas 34-9
34.5.1 Initial SMM EXECULION BNVITONMMIENT . . ettt ettt ettt et e e et et 34-9
34.5.2 SMI Handler Operating Mode SWitChing . .. .vvvn i e e e 34-10
34.6 EXCEPTIONS AND INTERRUPTS WITHIN SMM L.ttt e et e e 34-10
34.7 MANAGING SYNCHRONOUS AND ASYNCHRONOUS

SYSTEM MANAGEMENT INTERRUP T S . .ttt e e e e e e e e 34-11
34.7.1 1/0 State IMPIEMENTAtION . . ..ot e e e e e e 34-12

Vol. 3A XXvii



CONTENTS

PAGE

34.8 NMIEHANDUNG WHILE IN SMM . et e e e et e et 34-13
34.9 SMM REVISION IDENTIFIER . .. ettt ettt e e e e et e e e e e e e e e e 34-13
34,10  AUT O HALT REST AR Lottt ettt ettt et et et e e e et e et et e et et e eees 34-13
34.10.1 Executing the HLT InStruction in SMM ... i i i et et i 34-14
3417 SMBASE RELOCATION. .ttt ittt ettt et et ettt e et e e et et e e et e e e e 34-14
3412 IO INSTRUCTION RES T AR T ittt t ettt et e ettt et e e e e et e e et et e e et e et eees 34-15
34.12.1 Back-to-Back SMI Interrupts When I/0 Instruction RestartIs BeingUsed ... iiiiieieanns 34-16
3413  SMM MULTIPLE-PROCESSOR CONSIDERATIONS. .« . vttt ettt et e e e e e e 34-16
3414 DEFAULT TREATMENT OF SMIS AND SMM WITH VMX OPERATION AND SMX OPERATION ......covvvvviiininennnn. 34-16
34.14.1 Default Treatment Of SMI DElIVEIY. . .. ..ot e e e ettt 34-16
34.14.2 Default Treatment Of ROM ... e e 34-17
34.14.3 Protection 0f CRANVMXE N SMM . L.t e e e e e e e 34-18
34144 VMXOFF and SMIUNDIOCKING .« v et e ettt e e et e e e e e et e e et et e e e e e e 34-18
3415 DUAL-MONITOR TREATMENT OF SMIS AND SMM .. .ottt e 34-19
34.15.1 DUal-Monitor Treatment OV VIBW. . . ..ttt ettt e et e et e e e e et et e e e e e et e neneanas 34-19
34.15.2 SMM VM EXITS v ottt ettt et e et e e e e e e e e 34-19
34.15.2.1 Architectural State Before @ VM EXIt .. ... e 34-20
34.15.2.2 Updating the Current-VMCS and Executive-VMCS PoiNters. ..o ov vttt eaes 34-20
34.15.2.3 Recording VM-EXit INformation . .. ... e e e e e 34-20
34.15.2.4 SAVING GUBST STaTE Lottt ittt ettt e e et et e e e e e 34-21
34.15.25 Updating Non-ReGiSTer STate. ...ttt i e 34-21
34.15.3 Operation of the SMM-TranSTer MONITOr .. ... it e ettt it a ey 34-21
34154 VM Entries that Return from SMM . . ... e e 34-22
34.15.4.1 Checks on the Executive-VMCS Pointer Field . . .....oee e e 34-22
34.154.2 Checks on VM-Execution Control FIelds .. .....oov et 34-22
34.154.3 Checks on VM-ENtry Control Fields. . ..o .ov e e e i 34-22
34.154.4 Checks 0N The GUEST STatE ATBa . ..ottt et e e ettt e e e et aenens 34-23
34.154.5 L0adiNg GUEST STaTE . vttt ittt ettt e e e e 34-23
34.15.4.6 AV o =Yoo 1o o I V= 34-23
34.15.4.7 Updating the Current-VMCS and SMM-Transfer VMCS Pointers. ......c.ooiiiiiiii i ieee 34-23
34.154.8 VM EXits INAUCEA DY VM BTy . oottt et et e e e et 34-24
34.15.4.9 SMI BIOCKING. .+ vttt e e e 34-24
34.15.4.10 Failures of VM Entries That Return from SMM. .. ... i e s 34-24
34,155 Enabling the DUal-MoNitor TreatmENt. .. .ottt ettt e ettt ettt 34-24
34.15.6 Activating the DUal-Monitor TreatmEnt . .. .ottt et e e e 34-26
34.15.6.1 Il CNBCKS v vttt et e e e e e e 34-26
34.15.6.2 Updating the Current-VMCS and Executive-VMCS PoINTerS. .. ..vvii i 34-27
34.15.6.3 SAVING GUEST STaTE Lottt ittt ettt e et e e e et e e e 34-27
34.156.4 SAVING MO RS L ittt ittt e e e e e e 34-27
34.15.6.5 L0adiNg HOSt State . v vttt ettt e e e e 34-27
34.15.6.6 L0adING MO RS ottt e e 34-28
34.15.7 Deactivating the Dual-Monitor Treatment. . ... i e e e ettt 34-29
3416  SMI AND PROCESSOR EXTENDED STATE MANAGEMENT ...\ttt e eans 34-29
3417  MODEL-SPECIFIC SYSTEM MANAGEMENT ENHANCEMENT . ..ot 34-29
34.17.1 SMM Handler Code ACCESS CONTIOl . .. ...ttt ettt e e ettt e e e e et e e e e e enes 34-29
34.17.2 SMI Delivery Delay REPOM NG, . ... v ettt et e e et e e e e 34-30
34.17.3 BIOCKEd SMI REP O NG .+ ot vttt vttt e e e e e e e e 34-30
CHAPTER 35
MODEL-SPECIFIC REGISTERS (MSRS)
35.1 ARCHITECTURAL MSRS . . e e v e ettt et et ettt e e e ettt e e e et e et et e e a e aeaees 35-2
35.2 MSRS IN THE INTEL™ CORE 2 PROCE@SOR FAMILY o 35-43
353 MSRS IN THE 45 NM AND 32 NMINTEL= ATOM  PROCESSOR FAMILY ... ouii et 35-57
354 MSRS IN INTEL PROCESSORS BASED ON SILVERMONT MICROARCHITECTURE . ...\ vvv e eieeieeieas 35-68
35.4.1 MSRs with Model-Specific Behavior in the Silvermont Microarchitecture ... 35-80
354.2 MSRs In Intel Atom Processors Based on Airmont Microarchitecture. .....o.vvvv i eaas 35-83
355 MSRS IN NEXT GENERATION INTEL ATOM PROCESSORS . .. .ottt ettt e et 35-85
35.6 MSRS IN THE INTEL MICROAI%HITEC URE CODE NAME NEHALEM ...\t e 35-106
35.6.1 Additional MSRs in the Intel = Xeon = Processor 5500 and 3400 Series. . ....vvvvviiiiiiii i 35-124
35.6.2 Additional MSRs @ the In I® Xeon® Processor 7500 Series........... RRTEIR S CC RTINS E RS KCTRRPESeY 35-125
35.7 MSRS IN THE INTEL™ XEON™ PROCESSOR 5600 SERIES (BASED ON INTEL™ MICROARCHITECTURE CODE NAME WESTMERE)

35-140
35.8 MSRS IN THE INTEL® xeON® PROCESSOR E7 FAMILY (BASED ON INTEL® MICROARCHITECTURE CODE NAME WESTMERE)

35-141

Xxxviii Vol. 3A



CONTENTS

PAGE
359 MSRS IN INTEL® PROCESSOR FAMILY BASED ON INTEL® MICROARCHITECTURE CODE NAME SANDY BRIDGE .. ... 35-142
35.9.1 MSRs In 2nd Generation Intel™ Core™ Processor Family (Based on Intel™ Microarchitecture Code Name Sandy Bridge)35-
161
359.2 MSRs In InteI® Xeon® Processor E5 Fa@ Bas(%d on Intel® Microarchitecture Code Name Sandy Bridge). .. .. 35-166
35.93 Additional Uncore PMU MSRs in the Intel™; Xeon™ Processor E5 Family ..o, 35-169
35.10 MSRSIN THE 3RD GENERATION INTEL® CORE  PROCESSOR FAMILY (BASED ON INTEL® MICROARCHITECTURE CODE NAME IVY
2 L] = 35-172
35.10.1 MSRs In In’[el® Xeon® Processor Eévz Pr%guct Family (Based on lvy Bridge-€E Microarchitecture)............. 35-176
35.10.2 Additional MSRs Supported by Intel &n %essor E7V2Family ... 35-183
35.10.3 Additional Uncore PMU MSRs in the Intel™ Xeon™ Processor €5 v2 and E7 v2 Families ....................... 35-186
3511 MSRSIN THE 4TH GENERATION INTEL™~ CORE PROCESSORS (BASED ON HASWELL MICROARCHITECTURE)...... 35-188
35.11.1 MSRs in 4th Generation Intel™~ Core™ Processor Family (based on Haswell Microarchitecture) .................. 35-193
35.11.2 Additional R idency GgISRs Supported in 4th Generation Intel® Core™ Processors ...........ovvveviiiiinennnnnn. 35-204
3512 MSRSIN INTEL XEON™ PROCESSOR E5 V3 AND EZ V3 PRODUCT FAMILY. ...\t 35-206
35.12.1 Additional Upncore PMU MSRs in the Intel™ Xeon™~ Processor E5v3 Family .........ccoviiiiiiiiiiiinenn, 35-215
35.13 MSRSININTEL = CORE _ M PROCESSORS AND 5TH GENERATION INTEL CORE PROCESSORS. ........ovvvvvvvnnnn. 35-223
3514 MSRS ININTEL® XEON® PROCESSORS E5 VA FAMILY .........vvie e e e e e e, 35-226
35.14.1 Additional MSRs Supported in the Intel® Xeon® Processor D Product Family ...t 35-